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Vélkommen till drsredovisningen fér Brf Skérkarlen 10

Styrelsen upprattar hdrmed féljande &rsredovisning fér rékenskapséret 2023-01-01 - 2023-12-31.

Om inte annat sarskilt anges redovisas alla belopp i kronor (SEK).

Innehall

Kort guide till I&isning av ArsredoViSNINGEN .. ..iuiieiieiiertessnssessessessossscsscsscssssssssssssssssssssssssnes s.1
FOrvaltningsherGttelse .. ... .o e e s. 1
[T e o o 111 oV P s. 1
[ To] Fo T oYY g'e |4 11 e TS s. 1
(e F1=To } o Fo o =TT o Lo 1 ) V7= s. 1
[N Lo o =Y P s. 1
(1T | o =Y o s. 1

FOrvaltningsberattelse .o.veeeieeieeereereeesceseessesessescescessossscescessossosssssscesssssssssssssssssssssss Se2
RV 2T 2T o g Y = ot s. 2
MedlemsinfOrMOtioN ... . e et s.5
=Y e =T Y=Y Y] g s. 6
L0 oY1) V7] a1 T a Ve TRVZ e I e ol [U =1 v s.7
Forandringar i eget Kapital ... e s.7
RESUILAtAISPOSITION ...ttt ettt e et e e s.7

ReSUIEAtrAKNING «ovieriireireneereereereescecsscescescessssssssscsscossosssssssssssssosssssssssssssesssssssssssscs Se8

BalanSIAKNING «oeveeeieeeeeeeeescessessecsscoscessessesssssscossesssssssoscesssssssosssnsesssssssssssnssssessnssss s.9
Kassaflodesanalys ..cueeeeerieeeeeeeescercessessocsscescessossscsscoscessssssssscossessssssssscossossossssonses s. 1
e T s.12
UNdersKrifter «ueeeeeieieieeeieieieeieeeieseeseessesssssessesssssscssssssssssssssssssssssssssssssssssssssone s. 18



Signerat av alla

ID:8c686a20-0b7f-11ef-afeb-e9cfe3875694 Status:

e ID:8e36f680-0ba9-11ef-a48c-997bc3327199 Status: Signerat av alla

Brf Skarkarlen 10 ,&rsredovisning 2023
769616-9775

Kort guide till Idsning av arsredovisningen

Férvaltningsberdttelse

Forvaltningsberdttelsen innehdller bland annat en allmdn beskrivning av bostadsrattsféreningen och
fastigheten. Du hittar ocksé styrelsens beskrivning med viktig information fran det gdngna rékenskapséret
samt ett férslag p& hur drets vinst eller férlust ska behandlas, som féreningsstdémman beslutar om. En viktig
uppgift som ska framgd i férvaltningsberdttelsen &r om bostadsrattsféreningen ar dkta eller odkta eftersom
det senare medfér skattekonsekvenser fér den som dger en bostadsratt.

Resultatrdkning

| resultatrakningen kan du se om féreningen har gétt med vinst eller férlust under rakenskapséret. Du kan
ocksé se var féreningens intdkter kommit ifrdn, och vad som har kostat pengar. Avskrivningar innebé&r att man
inte bokfér hela kostnaden pé& en géng, utan férdelar den éver en langre tidsperiod. Avskrivningar innebar
alltsd inte ndgot utfldde av pengar. M&nga nybildade féreningar gér stora underskott i resultatrakningen varje
ar vilket vanligtvis beror pd att avskrivningarna fran képet av fastigheten ar sé hdga.

Balansrdkning

Balansrdkningen dr en spegling av foreningens ekonomiska stdllning vid en viss tidpunkt. | en &rsredovisning ar
det alltid rékenskapsdrets sista dag. | balansrdkningen kan du se féreningens tillgdngar, skulder och egna
kapital. | en bostadsrattsférening bestdr eget kapital oftast av insatser (och ibland upplatelseavgifter),
underhdllsfond och ackumulerade ("balanserade") vinster eller férluster. | en balansrakning ar alltid
tillgdngarna exakt lika stora som summan av skulderna och det egna kapitalet. Det ar det som ar "balansen" i

balansrdkning.

Kassaflédesanalys

Kassaflédet dr bostadsrattsféreningens in- och utbetalningar under en viss period. Médnga gdnger sdger
kassaflodesanalysen mer dn resultatrakningen. Har kan man utldsa hur mycket foreningens likviditet (pengar i
kassan) har 6kat eller minskat under &ret, och vilka delar av verksamheten pengarna kommer ifrdn/har gatt
till.

Noter

| vissa fall racker inte informationen om de olika posterna i resultat- och balansrdkningen till for att forklara
vad siffrorna innebdr. Fér att du som laser &rsredovisningen ska f& mer information finns noter som ar mer
specifika forklaringar till resultat- och balansrdkning. Om det finns en siffra bredvid en rad i resultat- eller
balansrdkningen betyder det att det finns en not fér den posten. Har kan man till exempel f& information om
investeringar som gjorts under dret och en mer detaljerad beskrivning dver l&nen, hur stora de ar, vilken rénta

de har och nar det dr dags att villkorsdndra dem.

Giltighet

Arsredovisningen &r styrelsens dokument. Féreningsstémman beslutar om att faststdlla Resultat- och
Balansrdkningen, samt styrelsens forslag till resultatdisposition. | dessa delar gdller dokumentet efter det att
stdmman fattat beslut avseende detta.
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Forvaltningsberdttelse

Verksamheten

Allmént om verksamheten

Féreningen har till &ndamal att framja medlemmarnas ekonomiska intressen genom att i féreningens hus
uppldta bostadsldgenheter fér permanent boende och lokaler till nyttjande utan begréansning i tiden.

Féreningen har sitt sdte i Stockholm.

Registreringsdatum

Bostadsrattsforeningen registrerades 2007-07-05. Féreningens nuvarande ekonomiska plan registrerades
2009-10-21 och nuvarande stadgar registrerades 2018-11-26 hos Bolagsverket.

Akta férening

Féreningen dr ett privatbostadsféretag enligt inkomstskattelagen (1999:1229) och utgdér darmed en dkta
bostadsrattsférening.

Fastigheten

Féreningen dger och forvaltar fastigheten nedan:

Fastighetsbeteckning Foérvarv  Kommun
Skarkarlen 10 2009 Stockholm

Fastigheten ar uppldten med tomtrdtt och avtalet skrivs om under 2024.
Fastigheten ar férsdkrad hos Stockholms Stads Brandférsakringsbolag.

| forsakringen ingdr ansvarsforsakring for styrelsen.

Byggnadsdr och ytor
Fastigheten bebyggdes 1996 och bestdr av 1 flerbostadshus
Vardedret ar 1996

Féreningen har 6 hyresldgenheter och 66 bostadsrdtter om totalt 5 742 kvm och 1 lokal om 50 kvm.
Byggnadernas totalyta ér 5792 kvm.

Styrelsens sammanséttning

Therese Sjostedt Ordférande
Carmen Maria Munoz-Escalante  Styrelseledamot
Conny Ahlstedt Styrelseledamot
Joakim Alsterfalt Styrelseledamot
Nathalie Bjork Styrelseledamot
Jan Peter Rapp Suppleant

Pia Katarina Sérensen Suppleant

Valberedning

Rosita Enstrom, sammankallande

Anna Lena Hermansson
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Firmateckning

Tecknas av styrelsen i sin helhet eller tvd styrelseledaméter i férening.

Revisorer

David Oskar Petter Walman Revisor Ravisor AB

Sammantrdden och styrelsemdten
Ordinarie féreningsstdmma holls 2023-05-23.
Extra foreningsstdmma holls 2023-10-26. Utékning av parkering samt renovering av underlag.

Styrelsen har under verksamhetsdret haft 11 protokollférda sammantraden.

Teknisk status

Foreningen foljer en underhdllsplan som upprattades 2012 och strdcker sig fram till 2032. Underhdllsplanen
uppdaterades 2023 och gdller till 2073.

Utfdrda historiska underhall
2023 e Underhdll av 3 hyresldgenheter nr 1041, 1062, 1071

Installerat bredband i féreningslokalen
CC Plat &tgérdad garantiskada pd taket
Renovering av foreningslokalen
Underhé@llsplan Sustend som dven inkluderade energikartldggning
Besiktning skyddsrum, MSB
IMD fér laddstolpar pd parkering
Radonmatning
OVK

2022 e Modernisera UnderCentral
2021 e Motorvarmare/Laddstolpar - 16st Laddstolpar
2020 e Stamspolning

2019-2020 e Madlning av trapphus - Trapphus 152-166 2019
Grusgdngar pd innergdrd

Planteringar runt parkering

2019 e Gruppanslutning Fibernat

Modernisering av trapphusbelysning
2018-2019 e Modernisering utomhusbelysning

2018 e Malning takkupor
Malning fotrannor, vindskivor
Modernisering av trapphusbelysning - Prototyp i 162
Torkskdap i 152 och 162
Komplettering av fénsterlds och brytskydd balkongdérrar i BV
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2017 e Nytt Aptus entrésystem och kodbrickor - Utfért av Alviks 1&s

2016 o

2015 e

2014 o

2010-2012 o

Stamspolning - Utfért av Solna Hoégtryck

Forbattring av taksdkerhet, wire

Renspolning/slamsugning av drénering - Utfért av Solna Hégtryck
Renspolning/slamsugning av dagvattensystem - Utfért av Solna hégtryck
Fuktbesiktning av kdllare - Status, normal.

Malning av féreningslokal

Malning/behandling av portar/entréer

OVK - Utférd av Brommasotarna

Byte sand i sandléda
Stamspolning - Utfért av Solna Hogtryck
Snérasskydd

Malning fénster

Planerade underhall

2025 e Renovering av fonster

2024 e Stamspolning

IMD fér individuell elmdtning och debitering

Varmejustering av inomhustemperatur

Ta in offerter och planera fér renovering av féonster

Avtal med leverantorer

Ekonomisk férvaltning SBC

Tradgdrdsskotsel, arborist  ENT Snickeri och Tradgdard AB
Teknisk forvaltare Driftia

Hissar Schindler Hiss

Sndskottning

HSB Stockholm Mark & Tradgdard

Ovrig verksamhetsinformation

Féreningens andamal

,&rsredovisning 2023

Foéreningen har till &ndamal att framja medlemmarnas ekonomiska intressen genom att i féreningens hus

uppldta bostadsldgenheter fér permanent boende och lokaler till nyttjande utan begrdnsning i tiden.

Grundfakta om féreningen

Bostadsrattsforeningen registrerade 2007-07-05. Féreningens nuvarande ekonomiska plan registrerades
2009-10-21 och nuvarande stadgar registrerades 2018-11-26 hos Bolagsverket. Féreningen har sitt sdte i

Stockholm.

Féreningen dr ett s k privatbostadsféretag enligt inkomstskattelagen (1999:1229) och utgér dérmed en dkta
bostadsrattsforening.

Fastigheten férvarvades 2009 och ar uppldten med tomtratt. Tomtrattsavtalet skrivs om 2024.

Uppvarmning sker via fjarrvdarme.
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Fastigheten bebyggdes 1996 och bestdr av ett flerfamiljshus. Byggnadens totalyta ar enligt taxeringsbeskedet
5792 kvm, varav 5 742 kvm utgér boyta och 50 kvm utgér lokalyta. Lokalen ar en féreningslokal dar féreningen
har sina mdten, men som ocksd& hyrs ut till medlemmarna.

Féreningen uppldter 66 ldgenheter med bostadsratt samt 6 ldgenheter med hyresratt. Under 2023 har
féreningen sdlt en hyresratt, Igh 1042, som déarmed omvandlats till bostadsratt.

Véasentliga hdndelser under rékenskapsaret

Ekonomi

Féreningen ar sedan 2023-08-15 helt skuldfri. Ldnet i SBAB pd 9,5 milj [6pte med 0,65 % réanta. Nar det skulle
skrivas om i augusti 2023 innebar det en réntehéjning pd drygt 4%. Féreningen valde dd att |6sa l&net i sin

helhet och féreningen ar darmed skuldfri.
Arsavgiften var oféréndrad under 2022 men héjdes frén och med 2023-01-01 med 5 %.
Medel reserveras arligen till det planerade underhdllet. Fér att se avsattningarnas storlek, se fondnoten.

Féreningen har under dret antagit en ny underhdllsplan som strdcker sig 50 &r framat i tiden, till 2074.
Underhdllsplanen har dels en teknisk del men &ven inkluderar energikartléggning

Ovriga uppgifter

HALLBARHETSINFORMATION

Féreningen har gjort en energikartlédggning for att ta reda pd hur vi kan effektivisera var energianvdandning
Foreningen har 16 laddstolpar fér ebilar i anslutning till v@ra parkeringsplatser

Féreningen har ett utrymme foér kdllsortering och vi uppmuntrar véra medlemmar att noggrant sortera sitt

avfall
Féreningen sorterar matavfall som blir till biogas, biogddsel och kompost
Vara gemensamma utrymmen och miljéer ér handikappp- och dldersanpassade

Foéreningen vill framja jamstdalldhet och fér oss ar det viktigt att styrelsen bestér av b&de kvinnor och man.
Styrelsen bestdr idag av fyra kvinnor och tre man.

NYA STADGAR
Under dret togs forsta beslutet om att ge féreningen nya moderna stadgar. De kommer att antas under 2024.
BOSTADSRATTERNA

BRF Skdarkarlen 10 &r medlem i Bostadsratterna. Efter tvd fridr kommer vi att betala medlemsavgift frén
2024. Vi har tillgdng till kostnadsfri juridisk rddgivning, férslag péd typstadgar, rdd och utbildning i en |&ng rad
olika frdgor samt information om nya regelverk som galler fér en bostadsrattsférening. Detta medlemskap
medfér ocksd att féreningen kan minska kostnaderna, inte minst nér det galler juridisk r&dgivning.

Medlemsinformation

Antalet medlemmar vid réakenskapsdrets bdrjan var 93 st. Tillkormmande medlemmar under &ret var 12 och
avgdende medlemmar under dret var 7. Vid rékenskapsdrets slut fanns det 98 medlemmar i féreningen. Det
har under dret skett 5 6verldtelser och en nyupplatelse.
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Flerdrsoéversikt

,&rsredovisning 2023

Nyckeltal 2023 2022 2021 2020
Nettoomsdattning 4 654 344 4 422 909 4 486 456 4 515 504
Resultat efter fin. poster -270 460 -852 301 31397 -90
Soliditet (%) 99 90 91 84
Yttre fond 1433 428 1099 269 753 525 712 349
Taxeringsvérde 132 269 000 132 269 000 98 256 000 98 256 000
/&rsovgift per kvm uppldten bostadsratt, 694 ) ) )
kr

,&rsovgifternos andel av totala 769 ) ) i
rorelseintakter (%)

Skuldsattning per kvm uppldten

bostadsratt, kr i 1894 1894 3778
Skuldsattning per kvm totalyta, kr - 1640 1640 2 969
Sparande per kvm totalyta, kr 140 36 184 213
Elkostnad per kvm totalyta, kr 40 55 36 28
Varmekostnad per kvm totalyta, kr 153 205 151 158
Vattenkostnad per kvm totalyta, kr 36 30 28 22
Energikostnad per kvm totalyta, kr 230 290 214 208

Genomesnittlig skuldranta (%)
Rantekdanslighet (%)

Soliditet (%) - justerat eget kapital / totalt kapital.

Nyckeltalet anger hur stor del av féreningens tillgdngar som ar finansierat med det egna kapitalet.

Skuldséttning - rantebdrande skulder / kvadratmeter bostadsréttsyta respektive totalyta.
Nyckeltalet visar hur hégt belédnad féreningen ar per kvadratmeter. Nyckeltalet anvands fér att bedéma

méjlighet till nyuppld&ning.

Sparande - (&rets resultat + avskrivningar + kostnadsfért planerat underhdll) / totalyta.

Nyckeltalet visar hur manga kronor per kvadratmeter féreningens intékter genererar som kan anvéndas till

framtida underhdll. Nyckeltalet bér sattas i relation till behovet av sparande.

Energikostnad - (kostnad fér el + vatten + vdrme) / totalyta.

Nyckeltalet visar hur manga kronor per kvadratmeter féreningen betalar i energikostnader.

Kostnader for medlemmarnas elférbrukning ingdr inte i drsavgiften.

Réntekdnslighet (%) - rdntebdrande skulder / ett ars &rsavgifter.

Nyckeltalet visar hur ménga % darsavgiften behdver hdjas for att bibehdlla kassaflédet om den genomsnittliga
skuldrantan 6kar med 1 procentenhet.

Totalyta - bostadsyta och lokalyta inkl. garage (fér smdhus ingdr dven biyta).

i\rsavgifter - alla obligatoriska avgifter som debiteras ytor som ar uppldtna med bostadsrétt och som
definieras som drsavgift enligt bostadsrattslagen.
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Upplysning vid férlust

Summan av avskrivningar och underhdll dverstiger det negativa resultatet

Foérdndringar i eget kapital

Disponering av
féregdende ars

Disponering av

,&rsredovisning 2023

2022-12-31 resultat 6vriga poster 2023-12-31
Insatser 88583 673 - 1042 672 89 626 345
Upplételseavgifter 21545 581 - 1657 328 23202 909
Fond, yttre
. 1099 269 -62 648 396 807 1433 428
underhdll
Balanserat resultat -7 542 720 -789 653 -396 807 -8729180
Arets resultat -852 301 852 301 -270 460 -270 460
Eget kapital 102 833 502 (o] 2429 540 105 263 042
Resultatdisposition
Till féreningsstémmans férfogande stér féljande medel:
Balanserat resultat fére reservering till fond fér yttre underhdll -8 332373
Arets resultat -270 460
Reservering till fond fér yttre underhdll enligt stadgar -396 807
Totalt -8 999 640
Styrelsen féreslar att medlen disponeras enligt féljande:
Av fond fér yttre underhdll ianspréktas 85 874
Balanseras i ny rdkning -8 913 766

Den ekonomiska stallningen i évrigt framgdr av féljande resultat- och balansrédkning samt kassaflédesanalys

med tillhérande noter.
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,&rsredovisning 2023

Resultatrdkning

1januari - 31 december Not 2023 2022
Rérelseintdkter

Nettoomsdttning 2 4 654 344 4 422 909
Ovriga rérelseintakter 3 38776 8 521
Summa rérelseintdkter 4 693120 4 431430
Rérelsekostnader

Driftskostnader 4,5, 6,7, 8 -3 705 403 -3826 036
Ovriga externa kostnader 9 -385 792 -352 318
Personalkostnader 10 -72 281 -77 151
Avskrivningar av materiella anldggningstillgdngar -993 324 -995 840
Summa rérelsekostnader -5156 800 -5 251345
RORELSERESULTAT -463 680 -819 915
Finansiella poster

Rdanteintdkter och liknande resultatposter 231643 29 491
Rantekostnader och liknande resultatposter 1 -38 423 -61877
Summa finansiella poster 193 220 -32387
RESULTAT EFTER FINANSIELLA POSTER -270 460 -852 301
ARETS RESULTAT -270 460 -852 301
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,&rsredovisning 2023

Balansrakning

Tillgéngar Not 2023-12-31 2022-12-31
ANLAGGNINGSTILLGANGAR

Materiella anlédggningstillgdngar

Byggnad och mark 12 98 157 822 99151146
Maskiner och inventarier 13 (0] -0
Summa materiella anléggningstillgédngar 98 157 822 99 151146
SUMMA ANLAGGNINGSTILLGANGAR 98 157 822 99 151146
OMSATTNINGSTILLGANGAR

Kortfristiga fordringar

Kund- och avgiftsfordringar 59 011 47 389
Ovriga fordringar 14 2 514103 5628 430
Foérutbetalda kostnader och upplupna intdkter 15 1526 14 578
Summa kortfristiga fordringar 2574 640 5690 397
Kassa och bank

Kassa och bank 5 649 305 8 813 445
Summa kassa och bank 5649 305 8 813 445
SUMMA OMSATTNINGSTILLGANGAR 8 223 945 14 503 841
SUMMA TILLGANGAR 106 381767 113 654 987
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,&rsredovisning 2023

Balansrakning

Eget kapital och skulder Not 2023-12-31 2022-12-31
EGET KAPITAL

Bundet eget kapital

Kapitaltillskott -965 763 -965 763
Medlemsinsatser 113 795 017 111 095 017
Fond fér yttre underhdll 1433 428 1099 269
Summa bundet eget kapital 114 262 682 111228 523
Fritt eget kapital

Balanserat resultat -8729180 -7 542720
Arets resultat -270 460 -852 301
Summa fritt eget kapital -8 999 640 -8 395 021
SUMMA EGET KAPITAL 105 263 042 102 833 502
Langfristiga skulder

Summa langfristiga skulder (0] (0]
Kortfristiga skulder

Skulder till kreditinstitut (0] 9500 000
Leverantérsskulder 246 448 605 805
Skatteskulder 24105 0]
Ovriga kortfristiga skulder 73192 34 999
Upplupna kostnader och férutbetalda intdkter 17 774 981 680 682
Summa kortfristiga skulder 1118 726 10 821486
SUMMA EGET KAPITAL OCH SKULDER 106 381767 113 654 987
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,&rsredovisning 2023

Kassaflédesanalys

1januari - 31 december 2023 2022

Den I6pande verksamheten

Rorelseresultat -463 680 -819 915

Justering av poster som inte ingdr i kassaflédet

Arets avskrivningar 993 324 995 840
529 644 175 925

Erhéllen réanta 231 643 29 491

Erlagd ranta -43 569 -61877

Kf:ssqflod? fran I6pande verksamheten fére férandringar av 717 718 143 539

rérelsekapital

Foérdndring i rérelsekapital

Okning (-), minskning (+) kortfristiga fordringar -37 896 -81365

Okning (+), minskning (-) kortfristiga skulder -197 614 599 843

Kassafléde fran den I6pande verksamheten 482 208 662 017

Investeringsverksamheten

Foérvarv av materiella anlaggningstillgdngar (0] 6]

Kassafléde frén investeringsverksamheten (0] (0]

Finansieringsverksamheten

Bundet eget kapital 2700 000 6 060 000

Amortering av 1&n -9 500 000 ¢}

Kassafléde fran finansieringsverksamhet -6 800 000 6 060 000

ARETS KASSAFLODE -6 317 792 6722017

LIKVIDA MEDEL VID ARETS BORJAN 14 392 539 7 670 522

LIKVIDA MEDEL VID ARETS SLUT 8 074 747 14 392 539

Klientmedel klassificeras som likvida medel i kassaflédesanalysen.
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Noter

NOT 1, REDOVISNINGS- OCH VARDERINGSPRINCIPER

Arsredovisningen for Brf Skarkarlen 10 har uppréattats enligt Arsredovisningslagen och Bokféringsndmndens
allmanna réd 2016:10 (K2), &rsredovisning i mindre féretag och 2023:1, kompletterande upplysningar m.m. i

bostadsrattsféreningars &rsredovisningar.
Férenklingsregeln gdllande periodiseringar har tilladmpats.

Samma vdrderingsprinciper har anvdnts som féregdende ér.

Redovisning av intakter
Intdkter bokfoérs i den period de avser oavsett ndr betalning eller avisering skett.

| drsavgiften ingdr kostnader fér bredband, kabel-tv, vatten och véarme.

Anléaggningstillgangar

Materiella anladggningstillgdngar redovisas till anskaffningsvdarde minskat med avskrivningar. Byggnader och
inventarier skrivs av linjart éver den bedémda ekonomiska livslangden. Avskrivningstiden grundar sig p&
beddmd ekonomisk livslangd av tillgédngen.

Foéljande avskrivningstider tilldmpas:

Byggnad 0,85-10 %
Fastighetsforbattringar 4-5%

Markvdardet dr inte féremal fér avskrivning. Bestdende vardenedgdng hanteras genom nedskrivning.
Foreningens finansiella anldggningstillgdngar vdrderas till anskaffningsvarde. | de fall tillgédngen pé
balansdagen har ett Idgre varde dan anskaffningsvdrdet sker nedskrivning till det Idgre vardet.

Omsdttningstillgangar

Fordringar upptas till det belopp som efter individuell prévning berdknas bli betalt.

Féreningens fond fér yttre underhall

Reservering till fond fér yttre underhdll enligt stadgar gérs i &rsbokslutet. Férslag till iansprékstagande av
fond for yttre underhdll for &rets periodiska underhdll Idmnas i resultatdispositionen.

Skatter och avgifter

Fastighetsavgiften for hyreshus dr 1589 kr per bostadsldgenhet, dock blir avgiften hégst 0,30 % av
taxeringsvadrdet for bostadshus med tillhérande tomtmark. Lokaler beskattas med 1,00 % av lokalernas
taxeringsvdarde.

Fastighetsldn

Lan med en bindningstid pd ett &r eller mindre tas i &rsredovisningen upp som kortfristiga skulder.

Kassaflédesanalys
Kassaflédesanalysen har upprdttats enligt indirekt metod.

Klientmedel klassificeras som likvida medel.
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NOT 2, NETTOOMSATTNING 2023 2022
Arsavgifter bostader 3536 081 3296 225
Hyresintdkter bostdder 806 073 853 169
Hyresintakter p-plats 169 453 162 000
Hyresint&kter férradd 20 040 20 040
Bredband 81600 81600
Elintakter laddstolpe 25120 0]
Dréjsmdlsréanta 328 0
Pantsattningsavgift 7 875 9902
Overldtelseavgift 7773 0
Ores- och kronutj@dmning 1 -27
Summa 4 654 344 4 422 909
NOT 3, OVRIGA RORELSEINTAKTER 2023 2022
Ovriga intdkter 38776 8 521
Summa 38776 8521
NOT 4, FASTIGHETSSKOTSEL 2023 2022
Fastighetsskoétsel enl avtal 182 312 173 624
Fastighetsskotsel utéver avtal 2109 4278
Fastighetsskatsel gard enl avtal 122 500 106 248
Fastighetsskotsel gard utéver avtal 29 200 0]
Larm och bevakning 1619 6]
Stddning enligt avtal 150 610 144 964
Stddning utdver avtal 0 6997
Hissbesiktning 18 215 18 194
Obligatorisk ventilationskontroll (OVK) 71250 0
Brandskydd 3172 2 962
Géardkostnader 15 906 0
Gemensamma utrymmen 14 659 14 074
Snéréjning/sandning 333 013 107 924
Serviceavtal 46 340 106 762
Férbrukningsmaterial 3577 1844
Summa 994 481 687 871
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NOT 5, REPARATIONER 2023 2022
Fastighetsforbattringar 4 946 0]
Hyreslagenheter (0] 9 400
Bostadsrdttsldgenheter 48 846 0]
Tvattstuga 3822 9114
Trapphus/port/entr 0 10 736
Dérrar och l&s/porttele 16 328 18 605
VVS 13 715 133 845
Véarmeanldaggning/undercentral 2278 0]
Ventilation (0] 34171
Elinstallationer 5417 13 630
Tele/TV/bredband/porttelefon 9380 27 628
Hissar 160 909 232707
Fasader 3903 0]
Fonster 6 625 0]
Vattenskada 52 879 0]
Skador/klotter/skadegérelse 0 27 620
Summa 329 048 517 456
NOT 6, PLANERADE UNDERHALL 2023 2022
Underhdll av byggnad (0] 62 648
Hyresldgenheter 64 874 0]
Garage/parkering 21000 0]
Summa 85 874 62 648
NOT 7, TAXEBUNDNA KOSTNADER 2023 2022
El 233558 319 911
Uppvdrmning 886 867 1188 577
Vatten 210 669 173 328
Soph&mtning/renhdllning 226 427 191400
Grovsopor (0] 11288
Summa 1557 521 1884 504
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NOT 8, OVRIGA DRIFTSKOSTNADER 2023 2022
Fastighetsforsakringar 76 785 70 385
Tomtrattsavgald 359 800 359 800
Kabel-TV 23 450 22 846
Bredband 140 428 129 386
Fastighetsskatt 138 016 91140
Summa 738 479 673 557
NOT 9, OVRIGA EXTERNA KOSTNADER 2023 2022
Kreditupplysning (0] 2728
Tele- och datakommunikation 1264 941
Juridiska &tgdarder 30 594 0
Inkassokostnader 2 304 8 811
Konstaterade férluster pd& hyres/avgifts/kundfordr. ¢} 0
Revisionsarvoden extern revisor 48125 43 975
Fritids och trivselkostnader 5000 120
Féreningskostnader 17 007 4 410
Forvaltningsarvode enl avtal 90 024 87 505
Overlatelsekostnad 9190 0]
Pantsdattningskostnad 7 092 0]
Administration 30 683 28 405
Konsultkostnader 137 909 175 422
Bostadsratterna Sverige 6 600 0
Summa 385792 352318
NOT 10, PERSONALKOSTNADER 2023 2022
Styrelsearvoden 55 000 58 900
Arbetsgivaravgifter 17 281 18 251
Summa 72 281 77 151
NOT 11, RANTEKOSTNADER OCH LIKNANDE

RESULTATPOSTER 2023 2022
Rantekostnader fastighetsldn 38 423 61752
Ovriga réntekostnader (0] 125
Summa 38 423 61877
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NOT 12, BYGGNAD OCH MARK 2023-12-31 2022-12-31
Ackumulerat anskaffningsvdrde

Ingdende 109 184 189 109 184 189
Arets inkoép (0] 6]
Utgdende ackumulerat anskaffningsvérde 109 184 189 109 184 189
Ackumulerad avskrivning

Ingdende -10 033 043 -9 046 367
Arets avskrivning -993 324 -986 676
Utgdende ackumulerad avskrivning -11 026 367 -10 033 043
UTGAENDE RESTVARDE ENLIGT PLAN 98 157 822 99 151146
Taxeringsvdrde

Taxeringsvdrde byggnad 92149 000 92149 000
Taxeringsvdrde mark 40 120 000 40120 000
Summa 132 269 000 132 269 000
NOT 13, MASKINER OCH INVENTARIER 2023-12-31 2022-12-31
Ackumulerat anskaffningsvdrde

Ing&ende 241 449 241 449
Inkdp (0] 0]
Utgdende anskaffningsvérde 241 449 241 449
Ackumulerad avskrivning

Ingdende =241 449 -232 284
Avskrivningar (0] -9 165
Utgdende avskrivning -241 449 -241 449
UTGAENDE RESTVARDE ENLIGT PLAN (0] (o)
NOT 14, OVRIGA FORDRINGAR 2023-12-31 2022-12-31
Skattekonto 76 541 36 095
Skattefordringar 9 226 10 346
Klientmedel (0] 2 515 822
Fordringar samfallighet/kreditfakturor 2 894 2 894
Transaktionskonto 425 986 0
Borgo rantekonto 1999 456 3063273
Summa 2514103 5628 430
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NOT 15, FORUTBETALDA KOSTNADER OCH
UPPLUPNA INTAKTER

,&rsredovisning 2023

2023-12-31 2022-12-31
Foérutbetalda kostnader 1526 14 578
Summa 1526 14 578
NOT 16, SKULDER TILL Villkors- Rdntesats Skuld Skuld
KREDITINSTITUT dndringsdag 2023-12-31 2023-12-31 2022-12-31
Summa = 9 500 000
Varav kortfristig del - 9 500 000

Enligt féreningens redovisningsprinciper, som anges i not 1, ska de delar av l&dnen som har slutbetalningsdag

inom ett &r redovisas som kortfristiga tillsammans med den amortering som planeras att ske under nasta

rakenskapsaér.

NOT 17, UPPLUPNA KOSTNADER OCH

FORUTBETALDA INTAKTER 2023-12-31 2022-12-31
Upplupna kostnader 128 123 195 627
Uppl kostnad Vdarme 142 813 0
Uppl kostn rdntor (0] 5146
Uppl kostn vatten 35 545 0
Uppl kostnad arvoden 62100 73500
Berdknade uppl. sociala avgifter 22102 23 094
Forutbet hyror/avgifter 384 298 383315
Summa 774 981 680 682
NOT 18, STALLDA SAKERHETER 2023-12-31 2022-12-31
Fastighetsinteckning 45 000 000 45 000 000

NOT 19, VASENTLIGA HANDELSER EFTER VERKSAMHETSARET

Under 2023 inledde styrelsen ett arbete som ska minska féreningens kostnader pd olika satt. Styrelsen har
diskuterat sjalvférvaltning, dvs att de boende &tar sig t ex trappstddning och sndskottning av portarna.
Styrelsen forséker ocks@ minska andra kostnader som t ex att vidta &tgdarder fér att minska kostnaden foér

uppvdrmning.
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Underskrifter

Ort och datum

,&rsredovisning 2023

Carmen Maria Munoz-Escalante
Styrelseledamot

Conny Ahlstedt
Styrelseledamot

Joakim Alsterfalt
Styrelseledamot

Nathalie Bjérk
Styrelseledamot

Therese Sjéstedt
Ordférande

Var revisionsberdattelse har l[dmnats

Ravisor AB
David Oskar Petter Walman
Revisor
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REVISIONSBERATTELSE

Till foreningsstamman i Bostadsrattsforeningen Skarkarlen 10
769616-9775

Rapport om arsredovisningen

Vi har utfoért en revision av arsredovisningen for Bostadsrattsféreningen Skarkarlen 10 for ar
2023.

Styrelsens ansvar fér 8rsredovisningen

Det &r styrelsen som har ansvaret for att uppréatta en arsredovisning som ger en rattvisande
bild enligt arsredovisningslagen och for den interna kontroll som styrelsen bedémer &r
nédvandig for att uppréatta en arsredovisning som inte innehdller vésentliga felaktigheter,
vare sig dessa beror pd oegentligheter eller pa fel.

Revisorns ansvar

Vart ansvar ar att uttala oss om arsredovisningen pa grundval av var revision. Detta kraver
att vi planerar och utfér revisionen for att uppna rimlig sidkerhet att arsredovisningen inte
innehaller vasentliga felaktigheter.

En revision innefattar att genom olika atgarder inhdmta revisionsbevis om belopp och annan
information i drsredovisningen. Revisorn valjer vilka atgarder som ska utféras, bland annat
genom att bedéma riskerna for véasentliga felaktigheter i drsredovisningen, vare sig dessa
beror pa oegentligheter eller pa fel. Vid denna riskbedémning beaktar revisorn de delar av
den interna kontrollen som &r relevanta for hur féreningen upprattar arsredovisningen for att
ge en rattvisande bild i syfte att utforma granskningsatgarder som &r &ndamalsenliga med
hansyn till omsténdigheterna, men inte i syfte att gora ett uttalande om effektiviteten i
foreningens interna kontroll. En revision innefattar ocksa en utvéardering av
andamalsenligheten i de redovisningsprinciper som har anvénts och av rimligheten i
styrelsens uppskattningar i redovisningen, liksom en utvardering av den évergripande
presentationen i arsredovisningen.

Vi anser att de revisionsbevis som har inhdmtat &r tillrdckliga och &ndamalsenliga som grund
for vart uttalanden.

Uttalanden

Enligt var uppfattning har drsredovisningen uppréttats i enlighet med arsredovisningslagen
och ger en i alla vasentliga avseenden rattvisande bild av féreningens finansiella stadllning
per 2023-12-31 och av dess finansiella resultat fér aret enligt arsredovisningslagen.
Forvaltningsberéttelsen &r forenlig med arsredovisningens 6vriga delar.

Vi tillstyrker darfoér att féreningsstamman faststéller resultatrakningen och balansrékningen.



Rapport om andra krav enligt lagar och andra forfattningar

Utdver var revision av arsredovisningen har vi dven utfért en revision av forslaget till
dispositioner betraffande féreningens vinst eller férlust samt styrelsens férvaltning fér
Bostadsrattsféreningen Skarkarlen 10 for &r 2023.

Styrelsens ansvar

Det &r styrelsen som har ansvaret for forslaget till dispositioner betraffande féreningens
vinst eller forlust, och det ar styrelsen som har ansvaret for férvaltningen enligt
bostadsrattslagen.

Revisorns ansvar
Vart ansvar &r att med rimlig sékerhet uttala mig om férslaget till dispositioner betréffande
féreningens vinst eller férlust och om férvaltningen pa@ grundval av var revision.

Som underlag for vart uttalande om styrelsens forslag till dispositioner betréffande
féreningens vinst eller forlust har vi granskat om forslaget ar forenligt med
bostadsrattslagen.

Som underlag for vart uttalande om ansvarsfrihet har vi utdver revisionen av
arsredovisningen granskat vasentliga beslut, atgarder och férhallanden i féreningen for att
kunna bedéma om nagon styrelseledamot &r ersattningsskyldig mot féreningen. Vi har &ven
granskat om ndgon styrelseledamot pa annat satt har handlat i strid med bostadsréattslagen,
arsredovisningslagen eller féreningens stadgar.

Vi anser att de revisionsbevis som inhamtat ar tillréckliga och &ndamalsenliga som grund for
o
vara uttalanden.

Uttalanden
Vi tillstyrker att féreningsstdmman disponerar resultatet enligt forslaget i
forvaltningsberattelsen och beviljar styrelsens ledaméter ansvarsfrihet for rakenskapsaret.

Stockholm

Ravisor AB
David Walman
Revisor
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Vélkommen till drsredovisningen fér Brf Skérkarlen 10

Styrelsen upprattar hdrmed féljande &rsredovisning fér rékenskapséret 2023-01-01 - 2023-12-31.

Om inte annat sarskilt anges redovisas alla belopp i kronor (SEK).

Innehall
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Kort guide till Idsning av arsredovisningen

Férvaltningsberdttelse

Forvaltningsberdttelsen innehdller bland annat en allmdn beskrivning av bostadsrattsféreningen och
fastigheten. Du hittar ocksé styrelsens beskrivning med viktig information fran det gdngna rékenskapséret
samt ett férslag p& hur drets vinst eller férlust ska behandlas, som féreningsstdémman beslutar om. En viktig
uppgift som ska framgd i férvaltningsberdttelsen &r om bostadsrattsféreningen ar dkta eller odkta eftersom
det senare medfér skattekonsekvenser fér den som dger en bostadsratt.

Resultatrdkning

| resultatrakningen kan du se om féreningen har gétt med vinst eller férlust under rakenskapséret. Du kan
ocksé se var féreningens intdkter kommit ifrdn, och vad som har kostat pengar. Avskrivningar innebé&r att man
inte bokfér hela kostnaden pé& en géng, utan férdelar den éver en langre tidsperiod. Avskrivningar innebar
alltsd inte ndgot utfldde av pengar. M&nga nybildade féreningar gér stora underskott i resultatrakningen varje
ar vilket vanligtvis beror pd att avskrivningarna fran képet av fastigheten ar sé hdga.

Balansrdkning

Balansrdkningen dr en spegling av foreningens ekonomiska stdllning vid en viss tidpunkt. | en &rsredovisning ar
det alltid rékenskapsdrets sista dag. | balansrdkningen kan du se féreningens tillgdngar, skulder och egna
kapital. | en bostadsrattsférening bestdr eget kapital oftast av insatser (och ibland upplatelseavgifter),
underhdllsfond och ackumulerade ("balanserade") vinster eller férluster. | en balansrakning ar alltid
tillgdngarna exakt lika stora som summan av skulderna och det egna kapitalet. Det ar det som ar "balansen" i

balansrdkning.

Kassaflédesanalys

Kassaflédet dr bostadsrattsféreningens in- och utbetalningar under en viss period. Médnga gdnger sdger
kassaflodesanalysen mer dn resultatrakningen. Har kan man utldsa hur mycket foreningens likviditet (pengar i
kassan) har 6kat eller minskat under &ret, och vilka delar av verksamheten pengarna kommer ifrdn/har gatt
till.

Noter

| vissa fall racker inte informationen om de olika posterna i resultat- och balansrdkningen till for att forklara
vad siffrorna innebdr. Fér att du som laser &rsredovisningen ska f& mer information finns noter som ar mer
specifika forklaringar till resultat- och balansrdkning. Om det finns en siffra bredvid en rad i resultat- eller
balansrdkningen betyder det att det finns en not fér den posten. Har kan man till exempel f& information om
investeringar som gjorts under dret och en mer detaljerad beskrivning dver l&nen, hur stora de ar, vilken rénta

de har och nar det dr dags att villkorsdndra dem.

Giltighet

Arsredovisningen &r styrelsens dokument. Féreningsstémman beslutar om att faststdlla Resultat- och
Balansrdkningen, samt styrelsens férslag till resultatdisposition. | dessa delar gdller dokumentet efter det att
stdmman fattat beslut avseende detta.
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Forvaltningsberdttelse

Verksamheten

Allmént om verksamheten

Féreningen har till &ndamal att framja medlemmarnas ekonomiska intressen genom att i féreningens hus
uppldta bostadsldgenheter fér permanent boende och lokaler till nyttjande utan begréansning i tiden.

Féreningen har sitt sdte i Stockholm.

Registreringsdatum

Bostadsrattsforeningen registrerades 2007-07-05. Féreningens nuvarande ekonomiska plan registrerades
2009-10-21 och nuvarande stadgar registrerades 2018-11-26 hos Bolagsverket.

Akta férening

Féreningen dr ett privatbostadsféretag enligt inkomstskattelagen (1999:1229) och utgdér darmed en dkta
bostadsrattsférening.

Fastigheten

Féreningen dger och forvaltar fastigheten nedan:

Fastighetsbeteckning Foérvarv  Kommun
Skarkarlen 10 2009 Stockholm

Fastigheten ar uppldten med tomtrdtt och avtalet skrivs om under 2024.
Fastigheten ar férsdkrad hos Stockholms Stads Brandférsakringsbolag.

| forsakringen ingdr ansvarsforsakring for styrelsen.

Byggnadsdr och ytor
Fastigheten bebyggdes 1996 och bestdr av 1 flerbostadshus
Vardedret ar 1996

Féreningen har 6 hyresldgenheter och 66 bostadsrdtter om totalt 5 742 kvm och 1 lokal om 50 kvm.
Byggnadernas totalyta ér 5792 kvm.

Styrelsens sammanséttning

Therese Sjostedt Ordférande
Carmen Maria Munoz-Escalante  Styrelseledamot
Conny Ahlstedt Styrelseledamot
Joakim Alsterfalt Styrelseledamot
Nathalie Bjork Styrelseledamot
Jan Peter Rapp Suppleant

Pia Katarina Sérensen Suppleant

Valberedning

Rosita Enstrom, sammankallande

Anna Lena Hermansson
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Firmateckning

Tecknas av styrelsen i sin helhet eller tvd styrelseledaméter i férening.

Revisorer

David Oskar Petter Walman Revisor Ravisor AB

Sammantrdden och styrelsemdten
Ordinarie féreningsstdmma holls 2023-05-23.
Extra foreningsstdmma holls 2023-10-26. Utékning av parkering samt renovering av underlag.

Styrelsen har under verksamhetsdret haft 11 protokollférda sammantraden.

Teknisk status

Foreningen féljer en underhdllsplan som upprattades 2012 och stracker sig fram till 2032. Underhéllsplanen
uppdaterades 2023 och gdller till 2073.

Utforda historiska underhdll

2023 e Underhdll av 3 hyresldgenheter nr 1041, 1062, 1071
Installerat bredband i féreningslokalen
CC Plat &tgérdad garantiskada pd taket
Renovering av foreningslokalen
Underhé@llsplan Sustend som dven inkluderade energikartldggning
Besiktning skyddsrum, MSB
IMD fér laddstolpar pd parkering
Radonmatning
OVK

2022 e Modernisera UnderCentral
2021 e Motorvarmare/Laddstolpar - 16st Laddstolpar
2020 e Stamspolning

2019-2020 e Madlning av trapphus - Trapphus 152-166 2019
Grusgdngar pd innergdrd

Planteringar runt parkering

2019 e Gruppanslutning Fibernat

Modernisering av trapphusbelysning
2018-2019 e Modernisering utomhusbelysning

2018 e Malning takkupor
Malning fotrannor, vindskivor
Modernisering av trapphusbelysning - Prototyp i 162
Torkskép i 152 och 162
Komplettering av fénsterlds och brytskydd balkongdérrar i BV
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2017 o

2016 o

2015 e
2014 o
2010-2012 o

Nytt Aptus entrésystem och kodbrickor - Utfért av Alviks I&s
Stamspolning - Utfért av Solna Hoégtryck

Forbattring av taksdkerhet, wire

Renspolning/slamsugning av drénering - Utfért av Solna Hégtryck
Renspolning/slamsugning av dagvattensystem - Utfért av Solna hégtryck
Fuktbesiktning av kdllare - Status, normal.

Malning av féreningslokal

Malning/behandling av portar/entréer

OVK - Utférd av Brommasotarna

Byte sand i sandléda
Stamspolning - Utfért av Solna Hogtryck
Snérasskydd

Malning fénster

Planerade underhall

2025 e Renovering av fonster

2024 e Stamspolning

IMD fér individuell elmdtning och debitering

Varmejustering av inomhustemperatur

Ta in offerter och planera fér renovering av féonster

Avtal med leverantorer

Ekonomisk férvaltning SBC

Tradgdrdsskotsel, arborist  ENT Snickeri och Tradgdard AB
Teknisk forvaltare Driftia

Hissar Schindler Hiss

Sndskottning

HSB Stockholm Mark & Tradgdard

Ovrig verksamhetsinformation

Féreningens andamal

,&rsredovisning 2023

Foéreningen har till &ndamal att framja medlemmarnas ekonomiska intressen genom att i féreningens hus

uppldta bostadsldgenheter fér permanent boende och lokaler till nyttjande utan begrdnsning i tiden.

Grundfakta om féreningen

Bostadsrattsforeningen registrerade 2007-07-05. Féreningens nuvarande ekonomiska plan registrerades
2009-10-21 och nuvarande stadgar registrerades 2018-11-26 hos Bolagsverket. Féreningen har sitt sdte i

Stockholm.

Féreningen dr ett s k privatbostadsféretag enligt inkomstskattelagen (1999:1229) och utgér dérmed en dkta
bostadsrattsforening.

Fastigheten férvarvades 2009 och ar uppldten med tomtratt. Tomtrattsavtalet skrivs om 2024.

Uppvarmning sker via fjarrvdarme.
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Fastigheten bebyggdes 1996 och bestdr av ett flerfamiljshus. Byggnadens totalyta ar enligt taxeringsbeskedet
5792 kvm, varav 5 742 kvm utgér boyta och 50 kvm utgér lokalyta. Lokalen ar en féreningslokal dar féreningen

har sina mdten, men som ocksd& hyrs ut till medlemmarna.

Féreningen uppldter 66 ldgenheter med bostadsratt samt 6 ldgenheter med hyresratt. Under 2023 har

féreningen sdlt en hyresratt, Igh 1042, som déarmed omvandlats till bostadsratt.
Véasentliga hdndelser under rékenskapsaret

Ekonomi

Féreningen ar sedan 2023-08-15 helt skuldfri. Ldnet i SBAB pd 9,5 milj [6pte med 0,65 % réanta. Nar det skulle
skrivas om i augusti 2023 innebar det en réntehéjning pd drygt 4%. Féreningen valde dd att |6sa l&net i sin

helhet och féreningen ar darmed skuldfri.
Arsavgiften var oféréndrad under 2022 men héjdes frén och med 2023-01-01 med 5 %.
Medel reserveras arligen till det planerade underhdllet. Fér att se avsattningarnas storlek, se fondnoten.

Féreningen har under dret antagit en ny underhdllsplan som strdcker sig 50 &r framat i tiden, till 2074.
Underhdllsplanen har dels en teknisk del men &ven inkluderar energikartléggning

Ovriga uppgifter

HALLBARHETSINFORMATION

Féreningen har gjort en energikartlédggning for att ta reda pd hur vi kan effektivisera var energianvdandning
Foreningen har 16 laddstolpar fér ebilar i anslutning till v@ra parkeringsplatser

Féreningen har ett utrymme foér kdllsortering och vi uppmuntrar véra medlemmar att noggrant sortera sitt

avfall
Féreningen sorterar matavfall som blir till biogas, biogddsel och kompost
Vara gemensamma utrymmen och miljéer ér handikappp- och dldersanpassade

Foéreningen vill framja jamstdalldhet och fér oss ar det viktigt att styrelsen bestér av b&de kvinnor och man.
Styrelsen bestdr idag av fyra kvinnor och tre man.

NYA STADGAR
Under dret togs forsta beslutet om att ge féreningen nya moderna stadgar. De kommer att antas under 2024.
BOSTADSRATTERNA

BRF Skdarkarlen 10 &r medlem i Bostadsratterna. Efter tvd fridr kommer vi att betala medlemsavgift frén
2024. Vi har tillgdng till kostnadsfri juridisk rddgivning, férslag péd typstadgar, rdd och utbildning i en |&ng rad
olika frdgor samt information om nya regelverk som galler fér en bostadsrattsférening. Detta medlemskap

medfér ocksd att féreningen kan minska kostnaderna, inte minst nér det galler juridisk r&dgivning.

Medlemsinformation

Antalet medlemmar vid réakenskapsdrets bdrjan var 93 st. Tillkormmande medlemmar under &ret var 12 och
avgdende medlemmar under dret var 7. Vid rékenskapsdrets slut fanns det 98 medlemmar i féreningen. Det
har under dret skett 5 6verldtelser och en nyupplatelse.
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Flerdrsoéversikt

,&rsredovisning 2023

Nyckeltal 2023 2022 2021 2020
Nettoomsdattning 4 654 344 4 422 909 4 486 456 4 515 504
Resultat efter fin. poster -270 460 -852 301 31397 -90
Soliditet (%) 99 90 91 84
Yttre fond 1433 428 1099 269 753 525 712 349
Taxeringsvérde 132269 000 132 269 000 98 256 000 98 256 000
/&rsovgift per kvm uppldten bostadsratt, 694 ) ) )
kr

,&rsovgifternos andel av totala 769 ) ) i
rorelseintakter (%)

Skuldsattning per kvm uppldten

bostadsratt, kr i 1894 1894 3778
Skuldsattning per kvm totalyta, kr - 1640 1640 2 969
Sparande per kvm totalyta, kr 140 36 184 213
Elkostnad per kvm totalyta, kr 40 55 36 28
Varmekostnad per kvm totalyta, kr 153 205 151 158
Vattenkostnad per kvm totalyta, kr 36 30 28 22
Energikostnad per kvm totalyta, kr 230 290 214 208

Genomesnittlig skuldranta (%)
Rantekdanslighet (%)

Soliditet (%) - justerat eget kapital / totalt kapital.

Nyckeltalet anger hur stor del av féreningens tillgdngar som ar finansierat med det egna kapitalet.

Skuldséttning - rantebdrande skulder / kvadratmeter bostadsréttsyta respektive totalyta.
Nyckeltalet visar hur hégt belédnad féreningen ar per kvadratmeter. Nyckeltalet anvands fér att bedéma

méjlighet till nyuppld&ning.

Sparande - (&rets resultat + avskrivningar + kostnadsfért planerat underhdll) / totalyta.

Nyckeltalet visar hur manga kronor per kvadratmeter féreningens intékter genererar som kan anvéndas till

framtida underhdll. Nyckeltalet bér sattas i relation till behovet av sparande.

Energikostnad - (kostnad fér el + vatten + vdrme) / totalyta.

Nyckeltalet visar hur manga kronor per kvadratmeter féreningen betalar i energikostnader.

Kostnader for medlemmarnas elférbrukning ingdr inte i drsavgiften.

Réntekdnslighet (%) - rdntebdrande skulder / ett ars &rsavgifter.

Nyckeltalet visar hur ménga % darsavgiften behdver hdjas for att bibehdlla kassaflédet om den genomsnittliga
skuldrantan 6kar med 1 procentenhet.

Totalyta - bostadsyta och lokalyta inkl. garage (fér smdhus ingdr dven biyta).

i\rsuvgifter - alla obligatoriska avgifter som debiteras ytor som ar uppldtna med bostadsrétt och som
definieras som drsavgift enligt bostadsrattslagen.

Sida 6 av 18





Signerat av alla

ID:8c686a20-0b7f-11ef-afeb-e9cfe3875694 Status:

Brf Skarkarlen 10
769616-9775

Upplysning vid férlust

Summan av avskrivningar och underhdll dverstiger det negativa resultatet

Foérdndringar i eget kapital

Disponering av
féregdende ars

Disponering av

,&rsredovisning 2023

2022-12-31 resultat 6vriga poster 2023-12-31
Insatser 88583 673 - 1042 672 89 626 345
Upplételseavgifter 21545 581 - 1657 328 23202 909
Fond, yttre
. 1099 269 -62 648 396 807 1433 428
underhdll
Balanserat resultat -7 542 720 -789 653 -396 807 -8729180
Arets resultat -852 301 852 301 -270 460 -270 460
Eget kapital 102 833 502 (o] 2429 540 105 263 042
Resultatdisposition
Till féreningsstémmans férfogande stér féljande medel:
Balanserat resultat fére reservering till fond fér yttre underhdll -8 332373
Arets resultat -270 460
Reservering till fond fér yttre underhdll enligt stadgar -396 807
Totalt -8 999 640
Styrelsen féreslar att medlen disponeras enligt féljande:
Av fond fér yttre underhdll ianspréktas 85 874
Balanseras i ny rdkning -8 913 766

Den ekonomiska stallningen i évrigt framgdr av féljande resultat- och balansrédkning samt kassaflédesanalys

med tillhérande noter.
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,&rsredovisning 2023

Resultatrdkning

1januari - 31 december Not 2023 2022
Rérelseintdkter

Nettoomsdttning 2 4 654 344 4 422 909
Ovriga rérelseintakter 3 38776 8 521
Summa rérelseintdkter 4 693120 4 431430
Rérelsekostnader

Driftskostnader 4,5, 6,7, 8 -3 705 403 -3826 036
Ovriga externa kostnader 9 -385 792 -352 318
Personalkostnader 10 -72 281 -77 151
Avskrivningar av materiella anldggningstillgdngar -993 324 -995 840
Summa rérelsekostnader -5156 800 -5 251345
RORELSERESULTAT -463 680 -819 915
Finansiella poster

Rdanteintdkter och liknande resultatposter 231643 29 491
Rantekostnader och liknande resultatposter 1 -38 423 -61877
Summa finansiella poster 193 220 -32387
RESULTAT EFTER FINANSIELLA POSTER -270 460 -852 301
ARETS RESULTAT -270 460 -852 301
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,&rsredovisning 2023

Balansrakning

Tillgéngar Not 2023-12-31 2022-12-31
ANLAGGNINGSTILLGANGAR

Materiella anlédggningstillgdngar

Byggnad och mark 12 98 157 822 99151146
Maskiner och inventarier 13 (0] -0
Summa materiella anléggningstillgédngar 98 157 822 99 151146
SUMMA ANLAGGNINGSTILLGANGAR 98 157 822 99 151146
OMSATTNINGSTILLGANGAR

Kortfristiga fordringar

Kund- och avgiftsfordringar 59 011 47 389
Ovriga fordringar 14 2 514103 5628 430
Foérutbetalda kostnader och upplupna intdkter 15 1526 14 578
Summa kortfristiga fordringar 2574 640 5690 397
Kassa och bank

Kassa och bank 5 649 305 8 813 445
Summa kassa och bank 5 649 305 8 813 445
SUMMA OMSATTNINGSTILLGANGAR 8 223 945 14 503 841
SUMMA TILLGANGAR 106 381767 113 654 987
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,&rsredovisning 2023

Balansrakning

Eget kapital och skulder Not 2023-12-31 2022-12-31
EGET KAPITAL

Bundet eget kapital

Kapitaltillskott -965 763 -965 763
Medlemsinsatser 113 795 017 111 095 017
Fond fér yttre underhdll 1433 428 1099 269
Summa bundet eget kapital 114 262 682 111228 523
Fritt eget kapital

Balanserat resultat -8729180 -7 542720
Arets resultat -270 460 -852 301
Summa fritt eget kapital -8 999 640 -8 395 021
SUMMA EGET KAPITAL 105 263 042 102 833 502
Langfristiga skulder

Summa langfristiga skulder (0] (0]
Kortfristiga skulder

Skulder till kreditinstitut (0] 9500 000
Leverantérsskulder 246 448 605 805
Skatteskulder 24105 0]
Ovriga kortfristiga skulder 73192 34 999
Upplupna kostnader och férutbetalda intdkter 17 774 981 680 682
Summa kortfristiga skulder 1118 726 10 821486
SUMMA EGET KAPITAL OCH SKULDER 106 381767 113 654 987
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,&rsredovisning 2023

Kassaflédesanalys

1januari - 31 december 2023 2022

Den I6pande verksamheten

Rorelseresultat -463 680 -819 915

Justering av poster som inte ingdr i kassaflédet

Arets avskrivningar 993 324 995 840
529 644 175 925

Erhéllen réanta 231 643 29 491

Erlagd ranta -43 569 -61877

Kf:ssqflod? fran I6pande verksamheten fére férandringar av 717 718 143 539

rérelsekapital

Foérdndring i rérelsekapital

Okning (-), minskning (+) kortfristiga fordringar -37 896 -81365

Okning (+), minskning (-) kortfristiga skulder -197 614 599 843

Kassafléde fran den I6pande verksamheten 482 208 662 017

Investeringsverksamheten

Foérvarv av materiella anlaggningstillgdngar (0] 6]

Kassafléde frén investeringsverksamheten (0] (0]

Finansieringsverksamheten

Bundet eget kapital 2700 000 6 060 000

Amortering av 1&n -9 500 000 ¢}

Kassafléde fran finansieringsverksamhet -6 800 000 6 060 000

ARETS KASSAFLODE -6 317 792 6722017

LIKVIDA MEDEL VID ARETS BORJAN 14 392 539 7 670 522

LIKVIDA MEDEL VID ARETS SLUT 8 074 747 14 392 539

Klientmedel klassificeras som likvida medel i kassaflédesanalysen.
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Noter

NOT 1, REDOVISNINGS- OCH VARDERINGSPRINCIPER

Arsredovisningen for Brf Skarkarlen 10 har uppréattats enligt Arsredovisningslagen och Bokféringsndmndens
allmanna réd 2016:10 (K2), &rsredovisning i mindre féretag och 2023:1, kompletterande upplysningar m.m. i

bostadsrattsféreningars &rsredovisningar.
Férenklingsregeln gdllande periodiseringar har tilladmpats.

Samma vdrderingsprinciper har anvdnts som féregdende ér.

Redovisning av intakter
Intdkter bokfoérs i den period de avser oavsett ndr betalning eller avisering skett.

| drsavgiften ingdr kostnader fér bredband, kabel-tv, vatten och véarme.

Anléaggningstillgangar

Materiella anladggningstillgdngar redovisas till anskaffningsvdarde minskat med avskrivningar. Byggnader och
inventarier skrivs av linjart éver den bedémda ekonomiska livslangden. Avskrivningstiden grundar sig p&
beddmd ekonomisk livslangd av tillgédngen.

Foéljande avskrivningstider tilldmpas:

Byggnad 0,85-10 %
Fastighetsforbattringar 4-5%

Markvdardet dr inte féremal fér avskrivning. Bestdende vardenedgdng hanteras genom nedskrivning.
Foreningens finansiella anldggningstillgdngar vdrderas till anskaffningsvarde. | de fall tillgédngen pé
balansdagen har ett Idgre varde dan anskaffningsvdrdet sker nedskrivning till det Idgre vardet.

Omsdttningstillgangar

Fordringar upptas till det belopp som efter individuell prévning berdknas bli betalt.

Féreningens fond fér yttre underhall

Reservering till fond fér yttre underhdll enligt stadgar gérs i &rsbokslutet. Férslag till iansprékstagande av
fond for yttre underhdll for &rets periodiska underhdll Idmnas i resultatdispositionen.

Skatter och avgifter

Fastighetsavgiften for hyreshus dr 1589 kr per bostadsldgenhet, dock blir avgiften hégst 0,30 % av
taxeringsvadrdet for bostadshus med tillhérande tomtmark. Lokaler beskattas med 1,00 % av lokalernas
taxeringsvdarde.

Fastighetsldn

Lan med en bindningstid pd ett &r eller mindre tas i &rsredovisningen upp som kortfristiga skulder.

Kassaflédesanalys
Kassaflédesanalysen har upprdttats enligt indirekt metod.

Klientmedel klassificeras som likvida medel.
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NOT 2, NETTOOMSATTNING 2023 2022
Arsavgifter bostader 3536 081 3296 225
Hyresintdkter bostdder 806 073 853 169
Hyresintakter p-plats 169 453 162 000
Hyresint&kter férradd 20 040 20 040
Bredband 81600 81600
Elintakter laddstolpe 25120 0]
Dréjsmdlsréanta 328 0
Pantsattningsavgift 7 875 9902
Overldtelseavgift 7773 0
Ores- och kronutj@dmning 1 -27
Summa 4 654 344 4 422 909
NOT 3, OVRIGA RORELSEINTAKTER 2023 2022
Ovriga intdkter 38776 8 521
Summa 38776 8521
NOT 4, FASTIGHETSSKOTSEL 2023 2022
Fastighetsskoétsel enl avtal 182 312 173 624
Fastighetsskotsel utéver avtal 2109 4278
Fastighetsskatsel gard enl avtal 122 500 106 248
Fastighetsskotsel gard utéver avtal 29 200 0]
Larm och bevakning 1619 6]
Stddning enligt avtal 150 610 144 964
Stddning utdver avtal 0 6997
Hissbesiktning 18 215 18 194
Obligatorisk ventilationskontroll (OVK) 71250 0
Brandskydd 3172 2 962
Géardkostnader 15 906 0
Gemensamma utrymmen 14 659 14 074
Snéréjning/sandning 333 013 107 924
Serviceavtal 46 340 106 762
Férbrukningsmaterial 3577 1844
Summa 994 481 687 871
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NOT 5, REPARATIONER 2023 2022
Fastighetsforbattringar 4 946 0]
Hyreslagenheter (0] 9 400
Bostadsrdttsldgenheter 48 846 0]
Tvattstuga 3822 9114
Trapphus/port/entr 0 10 736
Dérrar och l&s/porttele 16 328 18 605
VVS 13 715 133 845
Véarmeanldaggning/undercentral 2278 0]
Ventilation (0] 34171
Elinstallationer 5417 13 630
Tele/TV/bredband/porttelefon 9380 27 628
Hissar 160 909 232707
Fasader 3903 0]
Fonster 6 625 0]
Vattenskada 52 879 0]
Skador/klotter/skadegérelse 0 27 620
Summa 329 048 517 456
NOT 6, PLANERADE UNDERHALL 2023 2022
Underhdll av byggnad (0] 62 648
Hyresldgenheter 64 874 0]
Garage/parkering 21000 0]
Summa 85 874 62 648
NOT 7, TAXEBUNDNA KOSTNADER 2023 2022
El 233558 319 911
Uppvdrmning 886 867 1188 577
Vatten 210 669 173 328
Soph&mtning/renhdllning 226 427 191400
Grovsopor (0] 11288
Summa 1557 521 1884 504
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NOT 8, OVRIGA DRIFTSKOSTNADER 2023 2022
Fastighetsforsakringar 76 785 70 385
Tomtrattsavgald 359 800 359 800
Kabel-TV 23 450 22 846
Bredband 140 428 129 386
Fastighetsskatt 138 016 91140
Summa 738 479 673 557
NOT 9, OVRIGA EXTERNA KOSTNADER 2023 2022
Kreditupplysning (0] 2728
Tele- och datakommunikation 1264 941
Juridiska &tgdarder 30 594 0
Inkassokostnader 2 304 8 811
Konstaterade férluster pd& hyres/avgifts/kundfordr. ¢} 0
Revisionsarvoden extern revisor 48125 43 975
Fritids och trivselkostnader 5000 120
Féreningskostnader 17 007 4 410
Forvaltningsarvode enl avtal 90 024 87 505
Overlatelsekostnad 9190 0]
Pantsdattningskostnad 7 092 0]
Administration 30 683 28 405
Konsultkostnader 137 909 175 422
Bostadsratterna Sverige 6 600 0
Summa 385792 352318
NOT 10, PERSONALKOSTNADER 2023 2022
Styrelsearvoden 55 000 58 900
Arbetsgivaravgifter 17 281 18 251
Summa 72 281 77 151
NOT 11, RANTEKOSTNADER OCH LIKNANDE

RESULTATPOSTER 2023 2022
Rantekostnader fastighetsldn 38 423 61752
Ovriga réntekostnader (0] 125
Summa 38 423 61877
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NOT 12, BYGGNAD OCH MARK 2023-12-31 2022-12-31
Ackumulerat anskaffningsvdrde

Ingdende 109 184 189 109 184 189
Arets inkoép (0] 6]
Utgdende ackumulerat anskaffningsvérde 109 184 189 109 184 189
Ackumulerad avskrivning

Ingdende -10 033 043 -9 046 367
Arets avskrivning -993 324 -986 676
Utgdende ackumulerad avskrivning -11 026 367 -10 033 043
UTGAENDE RESTVARDE ENLIGT PLAN 98 157 822 99 151146
Taxeringsvdrde

Taxeringsvdrde byggnad 92149 000 92149 000
Taxeringsvdrde mark 40 120 000 40120 000
Summa 132 269 000 132 269 000
NOT 13, MASKINER OCH INVENTARIER 2023-12-31 2022-12-31
Ackumulerat anskaffningsvdrde

Ing&ende 241 449 241 449
Inkép (0] 0]
Utgdende anskaffningsvérde 241 449 241 449
Ackumulerad avskrivning

Ingdende =241 449 -232 284
Avskrivningar (0] -9 165
Utgdende avskrivning -241 449 -241 449
UTGAENDE RESTVARDE ENLIGT PLAN (0] (o)
NOT 14, OVRIGA FORDRINGAR 2023-12-31 2022-12-31
Skattekonto 76 541 36 095
Skattefordringar 9 226 10 346
Klientmedel (0] 2 515 822
Fordringar samfallighet/kreditfakturor 2 894 2 894
Transaktionskonto 425 986 0]
Borgo rantekonto 1999 456 3063273
Summa 2514103 5628 430
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NOT 15, FORUTBETALDA KOSTNADER OCH
UPPLUPNA INTAKTER

,&rsredovisning 2023

2023-12-31 2022-12-31
Foérutbetalda kostnader 1526 14 578
Summa 1526 14 578
NOT 16, SKULDER TILL Villkors- Rdntesats Skuld Skuld
KREDITINSTITUT dndringsdag 2023-12-31 2023-12-31 2022-12-31
Summa = 9 500 000
Varav kortfristig del - 9 500 000

Enligt féreningens redovisningsprinciper, som anges i not 1, ska de delar av l&dnen som har slutbetalningsdag

inom ett &r redovisas som kortfristiga tillsammans med den amortering som planeras att ske under nasta

rakenskapsaér.

NOT 17, UPPLUPNA KOSTNADER OCH

FORUTBETALDA INTAKTER 2023-12-31 2022-12-31
Upplupna kostnader 128 123 195 627
Uppl kostnad Vdarme 142 813 0
Uppl kostn rdntor (0] 5146
Uppl kostn vatten 35 545 0
Uppl kostnad arvoden 62100 73500
Berdknade uppl. sociala avgifter 22102 23 094
Forutbet hyror/avgifter 384 298 383315
Summa 774 981 680 682
NOT 18, STALLDA SAKERHETER 2023-12-31 2022-12-31
Fastighetsinteckning 45 000 000 45 000 000

NOT 19, VASENTLIGA HANDELSER EFTER VERKSAMHETSARET

Under 2023 inledde styrelsen ett arbete som ska minska féreningens kostnader pd olika satt. Styrelsen har
diskuterat sjalvférvaltning, dvs att de boende &tar sig t ex trappstddning och sndskottning av portarna.

Styrelsen forséker ocks@ minska andra kostnader som t ex att vidta &tgdarder fér att minska kostnaden foér

uppvdrmning.
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Underskrifter

Ort och datum

,&rsredovisning 2023

Carmen Maria Munoz-Escalante
Styrelseledamot

Conny Ahlstedt
Styrelseledamot

Joakim Alsterfalt
Styrelseledamot

Nathalie Bjérk
Styrelseledamot

Therese Sjéstedt
Ordférande

Var revisionsberdattelse har l[dmnats

Ravisor AB
David Oskar Petter Walman
Revisor
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Vélkommen till drsredovisningen fér Brf Skérkarlen 10
Styrelsen upprattar hdrmed féljande &rsredovisning fér rékenskapséret 2023-01-01 - 2023-12-31.

Om inte annat sarskilt anges redovisas alla belopp i kronor (SEK).
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Kort guide till Idsning av arsredovisningen

Férvaltningsberdttelse

Forvaltningsberdttelsen innehdller bland annat en allmdn beskrivning av bostadsrattsféreningen och
fastigheten. Du hittar ocksé styrelsens beskrivning med viktig information fran det gdngna rékenskapséret
samt ett férslag p& hur drets vinst eller férlust ska behandlas, som féreningsstdémman beslutar om. En viktig
uppgift som ska framgd i férvaltningsberdttelsen &r om bostadsrattsféreningen ar dkta eller odkta eftersom
det senare medfér skattekonsekvenser fér den som dger en bostadsratt.

Resultatrdkning

| resultatrakningen kan du se om féreningen har gétt med vinst eller férlust under rakenskapséret. Du kan
ocksé se var féreningens intdkter kommit ifrdn, och vad som har kostat pengar. Avskrivningar innebé&r att man
inte bokfér hela kostnaden pé& en géng, utan férdelar den éver en langre tidsperiod. Avskrivningar innebar
alltsd inte ndgot utfldde av pengar. M&nga nybildade féreningar gér stora underskott i resultatrakningen varje
ar vilket vanligtvis beror pd att avskrivningarna fran képet av fastigheten ar sé hdga.

Balansrdkning

Balansrdkningen dr en spegling av foreningens ekonomiska stdllning vid en viss tidpunkt. | en &rsredovisning ar
det alltid rékenskapsdrets sista dag. | balansrdkningen kan du se féreningens tillgdngar, skulder och egna
kapital. | en bostadsrattsférening bestdr eget kapital oftast av insatser (och ibland upplatelseavgifter),
underhdllsfond och ackumulerade ("balanserade") vinster eller férluster. | en balansrakning ar alltid
tillgdngarna exakt lika stora som summan av skulderna och det egna kapitalet. Det ar det som ar "balansen" i

balansrdkning.

Kassaflédesanalys

Kassaflédet dr bostadsrattsféreningens in- och utbetalningar under en viss period. Médnga gdnger sdger
kassaflodesanalysen mer dn resultatrakningen. Har kan man utldsa hur mycket foreningens likviditet (pengar i
kassan) har 6kat eller minskat under &ret, och vilka delar av verksamheten pengarna kommer ifrdn/har gatt
till.

Noter

| vissa fall racker inte informationen om de olika posterna i resultat- och balansrdkningen till for att forklara
vad siffrorna innebdr. Fér att du som laser &rsredovisningen ska f& mer information finns noter som ar mer
specifika forklaringar till resultat- och balansrdkning. Om det finns en siffra bredvid en rad i resultat- eller
balansrdkningen betyder det att det finns en not fér den posten. Har kan man till exempel f& information om
investeringar som gjorts under dret och en mer detaljerad beskrivning dver l&nen, hur stora de ar, vilken rénta

de har och nar det dr dags att villkorsdndra dem.

Giltighet

Arsredovisningen &r styrelsens dokument. Féreningsstémman beslutar om att faststdlla Resultat- och
Balansrdkningen, samt styrelsens férslag till resultatdisposition. | dessa delar gdller dokumentet efter det att
stdmman fattat beslut avseende detta.
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Forvaltningsberdttelse

Verksamheten

Allmént om verksamheten

Féreningen har till &ndamal att framja medlemmarnas ekonomiska intressen genom att i féreningens hus
uppldta bostadsldgenheter fér permanent boende och lokaler till nyttjande utan begréansning i tiden.

Féreningen har sitt sdte i Stockholm.

Registreringsdatum

Bostadsrattsforeningen registrerades 2007-07-05. Féreningens nuvarande ekonomiska plan registrerades
2009-10-21 och nuvarande stadgar registrerades 2018-11-26 hos Bolagsverket.

Akta férening
Féreningen dr ett privatbostadsféretag enligt inkomstskattelagen (1999:1229) och utgdér darmed en dkta

bostadsrattsférening.

Fastigheten

Féreningen dger och forvaltar fastigheten nedan:

Fastighetsbeteckning Foérvarv  Kommun
Skarkarlen 10 2009 Stockholm

Fastigheten ar uppldten med tomtrdtt och avtalet skrivs om under 2024.
Fastigheten ar férsdkrad hos Stockholms Stads Brandférsakringsbolag.

| forsakringen ingdr ansvarsforsakring for styrelsen.

Byggnadsdr och ytor
Fastigheten bebyggdes 1996 och bestdr av 1 flerbostadshus
Vardedret ar 1996

Féreningen har 6 hyresldgenheter och 66 bostadsrdtter om totalt 5 742 kvm och 1 lokal om 50 kvm.
Byggnadernas totalyta ér 5792 kvm.

Styrelsens sammanséttning

Therese Sjostedt Ordférande
Carmen Maria Munoz-Escalante  Styrelseledamot
Conny Ahlstedt Styrelseledamot
Joakim Alsterfalt Styrelseledamot
Nathalie Bjork Styrelseledamot
Jan Peter Rapp Suppleant

Pia Katarina Sérensen Suppleant

Valberedning

Rosita Enstrom, sammankallande

Anna Lena Hermansson
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Firmateckning

Tecknas av styrelsen i sin helhet eller tvd styrelseledaméter i férening.

Revisorer

David Oskar Petter Walman Revisor Ravisor AB

Sammantrdden och styrelsemdten
Ordinarie féreningsstdmma holls 2023-05-23.
Extra foreningsstdmma holls 2023-10-26. Utékning av parkering samt renovering av underlag.

Styrelsen har under verksamhetsdret haft 11 protokollférda sammantraden.

Teknisk status

Foreningen féljer en underhdllsplan som upprattades 2012 och stracker sig fram till 2032. Underhéllsplanen
uppdaterades 2023 och gdller till 2073.

Utforda historiska underhdll

2023 e Underhdll av 3 hyresldgenheter nr 1041, 1062, 1071
Installerat bredband i féreningslokalen
CC Plat &tgérdad garantiskada pd taket
Renovering av foreningslokalen
Underhé@llsplan Sustend som dven inkluderade energikartldggning
Besiktning skyddsrum, MSB
IMD fér laddstolpar pd parkering
Radonmatning
OVK

2022 e Modernisera UnderCentral
2021 e Motorvarmare/Laddstolpar - 16st Laddstolpar
2020 e Stamspolning

2019-2020 e Madlning av trapphus - Trapphus 152-166 2019
Grusgdngar pd innergdrd

Planteringar runt parkering

2019 e Gruppanslutning Fibernat

Modernisering av trapphusbelysning
2018-2019 e Modernisering utomhusbelysning

2018 e Malning takkupor
Malning fotrannor, vindskivor
Modernisering av trapphusbelysning - Prototyp i 162
Torkskép i 152 och 162
Komplettering av fénsterlds och brytskydd balkongdérrar i BV
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2017 o

2016 o

2015 e
2014 o
2010-2012 o

Nytt Aptus entrésystem och kodbrickor - Utfért av Alviks I&s
Stamspolning - Utfért av Solna Hoégtryck

Forbattring av taksdkerhet, wire

Renspolning/slamsugning av drénering - Utfért av Solna Hégtryck
Renspolning/slamsugning av dagvattensystem - Utfért av Solna hégtryck
Fuktbesiktning av kdllare - Status, normal.

Malning av féreningslokal

Malning/behandling av portar/entréer

OVK - Utférd av Brommasotarna

Byte sand i sandléda
Stamspolning - Utfért av Solna Hogtryck
Snérasskydd

Malning fénster

Planerade underhall

2025 e Renovering av fonster

2024 e Stamspolning

IMD fér individuell elmdtning och debitering

Varmejustering av inomhustemperatur

Ta in offerter och planera fér renovering av féonster

Avtal med leverantorer

Ekonomisk férvaltning SBC

Tradgdrdsskotsel, arborist  ENT Snickeri och Tradgdard AB
Teknisk forvaltare Driftia

Hissar Schindler Hiss

Sndskottning

HSB Stockholm Mark & Tradgdard

Ovrig verksamhetsinformation

Féreningens andamal

,&rsredovisning 2023

Foéreningen har till &ndamal att framja medlemmarnas ekonomiska intressen genom att i féreningens hus

uppldta bostadsldgenheter fér permanent boende och lokaler till nyttjande utan begrdnsning i tiden.

Grundfakta om féreningen

Bostadsrattsforeningen registrerade 2007-07-05. Féreningens nuvarande ekonomiska plan registrerades

2009-10-21 och nuvarande stadgar registrerades 2018-11-26 hos Bolagsverket. Féreningen har sitt sdte i

Stockholm.

Féreningen dr ett s k privatbostadsféretag enligt inkomstskattelagen (1999:1229) och utgér dérmed en dkta
bostadsrattsforening.

Fastigheten férvarvades 2009 och ar uppldten med tomtratt. Tomtrattsavtalet skrivs om 2024.

Uppvarmning sker via fjarrvdarme.
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Fastigheten bebyggdes 1996 och bestdr av ett flerfamiljshus. Byggnadens totalyta ar enligt taxeringsbeskedet
5792 kvm, varav 5 742 kvm utgér boyta och 50 kvm utgér lokalyta. Lokalen ar en féreningslokal dar féreningen
har sina mdten, men som ocksd& hyrs ut till medlemmarna.

Féreningen uppldter 66 ldgenheter med bostadsratt samt 6 ldgenheter med hyresratt. Under 2023 har
féreningen sdlt en hyresratt, Igh 1042, som déarmed omvandlats till bostadsratt.

Véasentliga hdndelser under rékenskapsaret

Ekonomi

Féreningen ar sedan 2023-08-15 helt skuldfri. Ldnet i SBAB pd 9,5 milj [6pte med 0,65 % réanta. Nar det skulle
skrivas om i augusti 2023 innebar det en réntehéjning pd drygt 4%. Féreningen valde dd att |6sa l&net i sin

helhet och féreningen ar darmed skuldfri.
Arsavgiften var oféréndrad under 2022 men héjdes frén och med 2023-01-01 med 5 %.
Medel reserveras arligen till det planerade underhdllet. Fér att se avsattningarnas storlek, se fondnoten.

Féreningen har under dret antagit en ny underhdllsplan som strdcker sig 50 &r framat i tiden, till 2074.
Underhdllsplanen har dels en teknisk del men &ven inkluderar energikartléggning

Ovriga uppgifter

HALLBARHETSINFORMATION

Féreningen har gjort en energikartlédggning for att ta reda pd hur vi kan effektivisera var energianvdandning
Foreningen har 16 laddstolpar fér ebilar i anslutning till v@ra parkeringsplatser

Féreningen har ett utrymme foér kdllsortering och vi uppmuntrar véra medlemmar att noggrant sortera sitt
avfall

Féreningen sorterar matavfall som blir till biogas, biogddsel och kompost
Vara gemensamma utrymmen och miljéer ér handikappp- och dldersanpassade

Foéreningen vill framja jamstdalldhet och fér oss ar det viktigt att styrelsen bestér av b&de kvinnor och man.
Styrelsen bestdr idag av fyra kvinnor och tre man.

NYA STADGAR
Under dret togs forsta beslutet om att ge féreningen nya moderna stadgar. De kommer att antas under 2024.
BOSTADSRATTERNA

BRF Skdarkarlen 10 &r medlem i Bostadsratterna. Efter tvd fridr kommer vi att betala medlemsavgift frén
2024. Vi har tillgdng till kostnadsfri juridisk rddgivning, férslag péd typstadgar, rdd och utbildning i en |&ng rad
olika frdgor samt information om nya regelverk som galler fér en bostadsrattsférening. Detta medlemskap
medfér ocksd att féreningen kan minska kostnaderna, inte minst nér det galler juridisk r&dgivning.

Medlemsinformation

Antalet medlemmar vid réakenskapsdrets bdrjan var 93 st. Tillkormmande medlemmar under &ret var 12 och
avgdende medlemmar under dret var 7. Vid rékenskapsdrets slut fanns det 98 medlemmar i féreningen. Det
har under dret skett 5 6verldtelser och en nyupplatelse.
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Flerdrsoéversikt

,&rsredovisning 2023

Nyckeltal 2023 2022 2021 2020
Nettoomsdattning 4 654 344 4 422 909 4 486 456 4 515 504
Resultat efter fin. poster -270 460 -852 301 31397 -90
Soliditet (%) 99 90 91 84
Yttre fond 1433 428 1099 269 753 525 712 349
Taxeringsvérde 132269 000 132 269 000 98 256 000 98 256 000
/&rsovgift per kvm uppldten bostadsratt, 694 ) ) )
kr

,&rsovgifternos andel av totala 769 ) ) i
rorelseintakter (%)

Skuldsattning per kvm uppldten

bostadsratt, kr i 1894 1894 3778
Skuldsattning per kvm totalyta, kr - 1640 1640 2 969
Sparande per kvm totalyta, kr 140 36 184 213
Elkostnad per kvm totalyta, kr 40 55 36 28
Varmekostnad per kvm totalyta, kr 153 205 151 158
Vattenkostnad per kvm totalyta, kr 36 30 28 22
Energikostnad per kvm totalyta, kr 230 290 214 208

Genomesnittlig skuldranta (%)
Rantekdanslighet (%)

Soliditet (%) - justerat eget kapital / totalt kapital.

Nyckeltalet anger hur stor del av féreningens tillgdngar som ar finansierat med det egna kapitalet.

Skuldséttning - rantebdrande skulder / kvadratmeter bostadsréttsyta respektive totalyta.

Nyckeltalet visar hur hégt belédnad féreningen ar per kvadratmeter. Nyckeltalet anvands fér att bedéma
méjlighet till nyuppld&ning.

Sparande - (&rets resultat + avskrivningar + kostnadsfért planerat underhdll) / totalyta.

Nyckeltalet visar hur manga kronor per kvadratmeter féreningens intékter genererar som kan anvéndas till
framtida underhdll. Nyckeltalet bér sattas i relation till behovet av sparande.

Energikostnad - (kostnad fér el + vatten + vdrme) / totalyta.
Nyckeltalet visar hur manga kronor per kvadratmeter féreningen betalar i energikostnader.
Kostnader for medlemmarnas elférbrukning ingdr inte i drsavgiften.

Réntekdnslighet (%) - rdntebdrande skulder / ett ars &rsavgifter.
Nyckeltalet visar hur ménga % darsavgiften behdver hdjas for att bibehdlla kassaflédet om den genomsnittliga
skuldrantan 6kar med 1 procentenhet.

Totalyta - bostadsyta och lokalyta inkl. garage (fér smdhus ingdr dven biyta).

i\rsuvgifter - alla obligatoriska avgifter som debiteras ytor som ar uppldtna med bostadsrétt och som
definieras som drsavgift enligt bostadsrattslagen.
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Upplysning vid férlust

Summan av avskrivningar och underhdll dverstiger det negativa resultatet

Foérdndringar i eget kapital

Disponering av
féregdende ars

Disponering av

,&rsredovisning 2023

2022-12-31 resultat 6vriga poster 2023-12-31
Insatser 88583 673 - 1042 672 89 626 345
Upplételseavgifter 21545 581 - 1657 328 23202 909
Fond, yttre
. 1099 269 -62 648 396 807 1433 428
underhdll
Balanserat resultat -7 542 720 -789 653 -396 807 -8729180
Arets resultat -852 301 852 301 -270 460 -270 460
Eget kapital 102 833 502 (o] 2429 540 105 263 042
Resultatdisposition
Till féreningsstémmans férfogande stér féljande medel:
Balanserat resultat fére reservering till fond fér yttre underhdll -8 332373
Arets resultat -270 460
Reservering till fond fér yttre underhdll enligt stadgar -396 807
Totalt -8 999 640
Styrelsen féreslar att medlen disponeras enligt féljande:
Av fond fér yttre underhdll ianspréktas 85 874
Balanseras i ny rdkning -8 913 766

Den ekonomiska stallningen i évrigt framgdr av féljande resultat- och balansrédkning samt kassaflédesanalys

med tillhérande noter.
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,&rsredovisning 2023

Resultatrdkning

1januari - 31 december Not 2023 2022
Rérelseintdkter

Nettoomsdttning 2 4 654 344 4 422 909
Ovriga rérelseintakter 3 38776 8 521
Summa rérelseintdkter 4 693120 4 431430
Rérelsekostnader

Driftskostnader 4,5, 6,7, 8 -3 705 403 -3826 036
Ovriga externa kostnader 9 -385 792 -352 318
Personalkostnader 10 -72 281 -77 151
Avskrivningar av materiella anldggningstillgdngar -993 324 -995 840
Summa rérelsekostnader -5156 800 -5 251345
RORELSERESULTAT -463 680 -819 915
Finansiella poster

Rdanteintdkter och liknande resultatposter 231643 29 491
Rantekostnader och liknande resultatposter 1 -38 423 -61877
Summa finansiella poster 193 220 -32387
RESULTAT EFTER FINANSIELLA POSTER -270 460 -852 301
ARETS RESULTAT -270 460 -852 301
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Balansrakning

Tillgéngar Not 2023-12-31 2022-12-31
ANLAGGNINGSTILLGANGAR

Materiella anlédggningstillgdngar

Byggnad och mark 12 98 157 822 99151146
Maskiner och inventarier 13 (0] -0
Summa materiella anléggningstillgédngar 98 157 822 99 151146
SUMMA ANLAGGNINGSTILLGANGAR 98 157 822 99 151146
OMSATTNINGSTILLGANGAR

Kortfristiga fordringar

Kund- och avgiftsfordringar 59 011 47 389
Ovriga fordringar 14 2 514103 5628 430
Foérutbetalda kostnader och upplupna intdkter 15 1526 14 578
Summa kortfristiga fordringar 2574 640 5690 397
Kassa och bank

Kassa och bank 5 649 305 8 813 445
Summa kassa och bank 5 649 305 8 813 445
SUMMA OMSATTNINGSTILLGANGAR 8 223 945 14 503 841
SUMMA TILLGANGAR 106 381767 113 654 987
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Balansrakning

Eget kapital och skulder Not 2023-12-31 2022-12-31
EGET KAPITAL

Bundet eget kapital

Kapitaltillskott -965 763 -965 763
Medlemsinsatser 113 795 017 111 095 017
Fond fér yttre underhdll 1433 428 1099 269
Summa bundet eget kapital 114 262 682 111228 523
Fritt eget kapital

Balanserat resultat -8729180 -7 542720
Arets resultat -270 460 -852 301
Summa fritt eget kapital -8 999 640 -8 395 021
SUMMA EGET KAPITAL 105 263 042 102 833 502
Langfristiga skulder

Summa langfristiga skulder (0] (0]
Kortfristiga skulder

Skulder till kreditinstitut (0] 9500 000
Leverantérsskulder 246 448 605 805
Skatteskulder 24105 0]
Ovriga kortfristiga skulder 73192 34 999
Upplupna kostnader och férutbetalda intdkter 17 774 981 680 682
Summa kortfristiga skulder 1118 726 10 821486
SUMMA EGET KAPITAL OCH SKULDER 106 381767 113 654 987
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Kassaflédesanalys

1januari - 31 december 2023 2022

Den I6pande verksamheten

Rorelseresultat -463 680 -819 915

Justering av poster som inte ingdr i kassaflédet

Arets avskrivningar 993 324 995 840
529 644 175 925

Erhéllen réanta 231 643 29 491

Erlagd ranta -43 569 -61877

Kf:ssqflod? fran I6pande verksamheten fére férandringar av 717 718 143 539

rérelsekapital

Foérdndring i rérelsekapital

Okning (-), minskning (+) kortfristiga fordringar -37 896 -81365

Okning (+), minskning (-) kortfristiga skulder -197 614 599 843

Kassafléde fran den I6pande verksamheten 482 208 662 017

Investeringsverksamheten

Foérvarv av materiella anlaggningstillgdngar (0] 6]

Kassafléde frén investeringsverksamheten (0] (0]

Finansieringsverksamheten

Bundet eget kapital 2700 000 6 060 000

Amortering av 1&n -9 500 000 ¢}

Kassafléde fran finansieringsverksamhet -6 800 000 6 060 000

ARETS KASSAFLODE -6 317 792 6722017

LIKVIDA MEDEL VID ARETS BORJAN 14 392 539 7 670 522

LIKVIDA MEDEL VID ARETS SLUT 8 074 747 14 392 539

Klientmedel klassificeras som likvida medel i kassaflédesanalysen.
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Noter

NOT 1, REDOVISNINGS- OCH VARDERINGSPRINCIPER

Arsredovisningen for Brf Skarkarlen 10 har uppréattats enligt Arsredovisningslagen och Bokféringsndmndens
allmanna réd 2016:10 (K2), &rsredovisning i mindre féretag och 2023:1, kompletterande upplysningar m.m. i
bostadsrattsféreningars &rsredovisningar.

Férenklingsregeln gdllande periodiseringar har tilladmpats.

Samma vdrderingsprinciper har anvdnts som féregdende ér.

Redovisning av intakter
Intdkter bokfoérs i den period de avser oavsett ndr betalning eller avisering skett.

| drsavgiften ingdr kostnader fér bredband, kabel-tv, vatten och véarme.

Anléaggningstillgangar

Materiella anladggningstillgdngar redovisas till anskaffningsvdarde minskat med avskrivningar. Byggnader och
inventarier skrivs av linjart éver den bedémda ekonomiska livslangden. Avskrivningstiden grundar sig p&
beddmd ekonomisk livslangd av tillgédngen.

Foéljande avskrivningstider tilldmpas:

Byggnad 0,85-10 %
Fastighetsforbattringar 4-5%

Markvdardet dr inte féremal fér avskrivning. Bestdende vardenedgdng hanteras genom nedskrivning.
Foreningens finansiella anldggningstillgdngar vdrderas till anskaffningsvarde. | de fall tillgédngen pé
balansdagen har ett Idgre varde dan anskaffningsvdrdet sker nedskrivning till det Idgre vardet.

Omsdttningstillgangar

Fordringar upptas till det belopp som efter individuell prévning berdknas bli betalt.

Féreningens fond fér yttre underhall

Reservering till fond fér yttre underhdll enligt stadgar gérs i &rsbokslutet. Férslag till iansprékstagande av
fond for yttre underhdll for &rets periodiska underhdll Idmnas i resultatdispositionen.

Skatter och avgifter

Fastighetsavgiften for hyreshus dr 1589 kr per bostadsldgenhet, dock blir avgiften hégst 0,30 % av
taxeringsvadrdet for bostadshus med tillhérande tomtmark. Lokaler beskattas med 1,00 % av lokalernas
taxeringsvdarde.

Fastighetsldn

Lan med en bindningstid pd ett &r eller mindre tas i &rsredovisningen upp som kortfristiga skulder.

Kassaflédesanalys
Kassaflédesanalysen har upprdttats enligt indirekt metod.

Klientmedel klassificeras som likvida medel.
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NOT 2, NETTOOMSATTNING 2023 2022
Arsavgifter bostader 3536 081 3296 225
Hyresintdkter bostdder 806 073 853 169
Hyresintakter p-plats 169 453 162 000
Hyresint&kter férradd 20 040 20 040
Bredband 81600 81600
Elintakter laddstolpe 25120 0]
Dréjsmdlsréanta 328 0
Pantsattningsavgift 7 875 9902
Overldtelseavgift 7773 0
Ores- och kronutj@dmning 1 -27
Summa 4 654 344 4 422 909
NOT 3, OVRIGA RORELSEINTAKTER 2023 2022
Ovriga intdkter 38776 8 521
Summa 38776 8521
NOT 4, FASTIGHETSSKOTSEL 2023 2022
Fastighetsskoétsel enl avtal 182 312 173 624
Fastighetsskotsel utéver avtal 2109 4278
Fastighetsskatsel gard enl avtal 122 500 106 248
Fastighetsskotsel gard utéver avtal 29 200 0]
Larm och bevakning 1619 6]
Stddning enligt avtal 150 610 144 964
Stddning utdver avtal 0 6997
Hissbesiktning 18 215 18 194
Obligatorisk ventilationskontroll (OVK) 71250 0
Brandskydd 3172 2 962
Géardkostnader 15 906 0
Gemensamma utrymmen 14 659 14 074
Snéréjning/sandning 333 013 107 924
Serviceavtal 46 340 106 762
Férbrukningsmaterial 3577 1844
Summa 994 481 687 871
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NOT 5, REPARATIONER 2023 2022
Fastighetsforbattringar 4 946 0]
Hyreslagenheter (0] 9 400
Bostadsrdttsldgenheter 48 846 0]
Tvattstuga 3822 9114
Trapphus/port/entr 0 10 736
Dérrar och l&s/porttele 16 328 18 605
VVS 13 715 133 845
Véarmeanldaggning/undercentral 2278 0]
Ventilation (0] 34171
Elinstallationer 5417 13 630
Tele/TV/bredband/porttelefon 9380 27 628
Hissar 160 909 232707
Fasader 3903 0]
Fonster 6 625 0]
Vattenskada 52 879 0]
Skador/klotter/skadegérelse 0 27 620
Summa 329 048 517 456
NOT 6, PLANERADE UNDERHALL 2023 2022
Underhdll av byggnad (0] 62 648
Hyresldgenheter 64 874 0]
Garage/parkering 21000 0]
Summa 85 874 62 648
NOT 7, TAXEBUNDNA KOSTNADER 2023 2022
El 233558 319 911
Uppvdrmning 886 867 1188 577
Vatten 210 669 173 328
Soph&mtning/renhdllning 226 427 191400
Grovsopor (0] 11288
Summa 1557 521 1884 504
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NOT 8, OVRIGA DRIFTSKOSTNADER 2023 2022
Fastighetsforsakringar 76 785 70 385
Tomtrattsavgald 359 800 359 800
Kabel-TV 23 450 22 846
Bredband 140 428 129 386
Fastighetsskatt 138 016 91140
Summa 738 479 673 557
NOT 9, OVRIGA EXTERNA KOSTNADER 2023 2022
Kreditupplysning (0] 2728
Tele- och datakommunikation 1264 941
Juridiska &tgdarder 30 594 0
Inkassokostnader 2 304 8 811
Konstaterade férluster p& hyres/avgifts/kundfordr. 0 0
Revisionsarvoden extern revisor 48125 43 975
Fritids och trivselkostnader 5000 120
Féreningskostnader 17 007 4 410
Forvaltningsarvode enl avtal 90 024 87 505
Overlatelsekostnad 9190 0]
Pantsdattningskostnad 7 092 0]
Administration 30 683 28 405
Konsultkostnader 137 909 175 422
Bostadsratterna Sverige 6 600 0
Summa 385792 352318
NOT 10, PERSONALKOSTNADER 2023 2022
Styrelsearvoden 55 000 58 900
Arbetsgivaravgifter 17 281 18 251
Summa 72 281 77 151
NOT 11, RANTEKOSTNADER OCH LIKNANDE

RESULTATPOSTER 2023 2022
Rantekostnader fastighetsldn 38 423 61752
Ovriga rantekostnader (0] 125
Summa 38 423 61877

Sida 15 av 18







Brf Skarkarlen 10
769616-9775

,&rsredovisning 2023

NOT 12, BYGGNAD OCH MARK 2023-12-31 2022-12-31
Ackumulerat anskaffningsvdrde

Ingdende 109 184 189 109 184 189
Arets inkoép (0] 6]
Utgdende ackumulerat anskaffningsvérde 109 184 189 109 184 189
Ackumulerad avskrivning

Ingdende -10 033 043 -9 046 367
Arets avskrivning -993 324 -986 676
Utgdende ackumulerad avskrivning -11 026 367 -10 033 043
UTGAENDE RESTVARDE ENLIGT PLAN 98 157 822 99 151146
Taxeringsvdrde

Taxeringsvdrde byggnad 92149 000 92149 000
Taxeringsvdrde mark 40 120 000 40120 000
Summa 132 269 000 132 269 000
NOT 13, MASKINER OCH INVENTARIER 2023-12-31 2022-12-31
Ackumulerat anskaffningsvdrde

Ing&ende 241 449 241 449
Inkép (0] 0]
Utgdende anskaffningsvérde 241 449 241 449
Ackumulerad avskrivning

Ingdende =241 449 -232 284
Avskrivningar (0] -9 165
Utgdende avskrivning -241 449 -241 449
UTGAENDE RESTVARDE ENLIGT PLAN (0] (o)
NOT 14, OVRIGA FORDRINGAR 2023-12-31 2022-12-31
Skattekonto 76 541 36 095
Skattefordringar 9 226 10 346
Klientmedel (0] 2 515 822
Fordringar samfallighet/kreditfakturor 2 894 2 894
Transaktionskonto 425 986 0]
Borgo rantekonto 1999 456 3063273
Summa 2514103 5628 430
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NOT 15, FORUTBETALDA KOSTNADER OCH
UPPLUPNA INTAKTER

,&rsredovisning 2023

2023-12-31 2022-12-31
Foérutbetalda kostnader 1526 14 578
Summa 1526 14 578
NOT 16, SKULDER TILL Villkors- Rdntesats Skuld Skuld
KREDITINSTITUT dndringsdag 2023-12-31 2023-12-31 2022-12-31
Summa = 9 500 000
Varav kortfristig del - 9 500 000

Enligt féreningens redovisningsprinciper, som anges i not 1, ska de delar av l&dnen som har slutbetalningsdag

inom ett &r redovisas som kortfristiga tillsammans med den amortering som planeras att ske under nasta

rakenskapsaér.

NOT 17, UPPLUPNA KOSTNADER OCH
FORUTBETALDA INTAKTER

2023-12-31 2022-12-31
Upplupna kostnader 128 123 195 627
Uppl kostnad Vdarme 142 813 0
Uppl kostn rdntor (0] 5146
Uppl kostn vatten 35 545 0
Uppl kostnad arvoden 62100 73500
Berdknade uppl. sociala avgifter 22102 23 094
Forutbet hyror/avgifter 384 298 383315
Summa 774 981 680 682
NOT 18, STALLDA SAKERHETER 2023-12-31 2022-12-31
Fastighetsinteckning 45 000 000 45 000 000

NOT 19, VASENTLIGA HANDELSER EFTER VERKSAMHETSARET

Under 2023 inledde styrelsen ett arbete som ska minska féreningens kostnader pd olika satt. Styrelsen har

diskuterat sjalvférvaltning, dvs att de boende &tar sig t ex trappstddning och sndskottning av portarna.
Styrelsen forséker ocks@ minska andra kostnader som t ex att vidta &tgdarder fér att minska kostnaden foér

uppvdrmning.
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Underskrifter

Ort och datum

,&rsredovisning 2023

Carmen Maria Munoz-Escalante
Styrelseledamot

Conny Ahlstedt
Styrelseledamot

Joakim Alsterfalt
Styrelseledamot

Nathalie Bjérk
Styrelseledamot

Therese Sjéstedt
Ordférande

Var revisionsberdattelse har l[dmnats

Ravisor AB
David Oskar Petter Walman
Revisor
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  }, {
    "personName" : "Therese Sjöstedt",
    "personNr" : "4406260028",
    "orgName" : "Bostadsrättsförening Skärkarlen 10",
    "personSurname" : "Sjöstedt",
    "orgNr" : "7696169775",
    "personGivenName" : "Therese",
    "email" : "therese.sjostedt@skarkarlen.se"
  } ],
  "time" : "2024-05-06T10:06:32.000+0200",
  "type" : "api",
  "user" : {
    "personName" : "API API_KEY",
    "orgName" : "Sveriges Mäklar- och Organisationstjänst AB",
    "ipAddress" : "188.126.93.49",
    "orgNr" : "5590421631"
  },
  "eventId" : 12,
  "eventClass" : "agreement_created",
  "id" : "8d05bb90-0b7f-11ef-a48c-997bc3327199"
}, {
  "id" : "96baee80-0b7f-11ef-a48c-997bc3327199",
  "time" : "2024-05-06T10:06:48.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "nathalierobinmaria@gmail.com"
  }, {
    "email" : "Joakim412@hotmail.com"
  }, {
    "email" : "conny.ahlstedt@skarkarlen.se"
  }, {
    "email" : "carmen.munoz.escalante@gmail.com"
  }, {
    "email" : "therese.sjostedt@skarkarlen.se"
  } ]
}, {
  "id" : "5800fb70-0b85-11ef-8cc8-893160660242",
  "time" : "2024-05-06T10:48:00.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "178.174.143.245"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Therese Sjöstedt",
    "personNr" : "4406260028",
    "orgName" : "Bostadsrättsförening Skärkarlen 10",
    "personSurname" : "Sjöstedt",
    "orgNr" : "7696169775",
    "personGivenName" : "Therese",
    "email" : "therese.sjostedt@skarkarlen.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Therese Sjöstedt",
    "orgName" : "Bostadsrättsförening Skärkarlen 10",
    "personSurname" : "Sjöstedt",
    "orgNr" : "7696169775",
    "personGivenName" : "Therese",
    "email" : "therese.sjostedt@skarkarlen.se"
  },
  "signingMetadata" : {
    "personNr" : "194406260028",
    "personSurname" : "Sjöstedt",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogInZlciAyQnJmIFNrw6Rya2FybGVuIDEwIDc2OTYxNi05Nzc1IEVqIHVuZGVydGVja25hZCDDpXJzcmVkb3Zpc25pbmcgMjAyMyIgCklEOiA4YzY4NmEyMC0wYjdmLTExZWYtYWZlYi1lOWNmZTM4NzU2OTQKRGF0dW06IDIwMjQtMDUtMDYKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "5b7c6690-0b85-11ef-8fee-17a4d5dcb818",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoidmVyIDJCcmYgU2vDpHJrYXJsZW4gMTAgNzY5NjE2LTk3NzUgRWogdW5kZXJ0ZWNrbmFkIMOlcnNyZWRvdmlzbmluZyAyMDIzXzIwMjQwNTA2MDgwNjAzLnBkZiIKZTU2MSBhOTQzIDlhMTAgYjBmMSAwM2VlIDQ5NzUgZjFjMiAyMWNjIGI1MjUgYTIxZCBmNGEyIGVlMGMgODc1ZCA2Nzg5IDVmNzIgMmRhNwotLS0tLS0tLS0t",
    "personGivenName" : "Therese",
    "startDate" : "2024-05-06T08:48:06.747+0000",
    "transactionId" : "b07110eca7466d7fcacc2d15f4860955"
  },
  "time" : "2024-05-06T10:48:33.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "178.174.143.245"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "6bce8ff0-0b85-11ef-beaf-05bff812c414"
}, {
  "id" : "6c822880-0b85-11ef-beaf-05bff812c414",
  "time" : "2024-05-06T10:48:35.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "nathalierobinmaria@gmail.com"
  }, {
    "email" : "Joakim412@hotmail.com"
  }, {
    "email" : "conny.ahlstedt@skarkarlen.se"
  }, {
    "email" : "carmen.munoz.escalante@gmail.com"
  } ]
}, {
  "id" : "ea1bf610-0b8d-11ef-a16e-b59476063aa9",
  "time" : "2024-05-06T11:49:21.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "178.174.144.224"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Nathalie Robin Maria Björk",
    "personNr" : "8701050422",
    "orgName" : "Bostadsrättsförening Skärkarlen 10",
    "personSurname" : "Björk",
    "orgNr" : "7696169775",
    "personGivenName" : "Nathalie Robin Maria",
    "email" : "nathalierobinmaria@gmail.com"
  }
}, {
  "id" : "0844e890-0b8e-11ef-a16e-b59476063aa9",
  "time" : "2024-05-06T11:50:12.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "178.174.144.224"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Nathalie Robin Maria Björk",
    "personNr" : "8701050422",
    "orgName" : "Bostadsrättsförening Skärkarlen 10",
    "personSurname" : "Björk",
    "orgNr" : "7696169775",
    "personGivenName" : "Nathalie Robin Maria",
    "email" : "nathalierobinmaria@gmail.com"
  }
}, {
  "id" : "76145730-0b92-11ef-8fee-17a4d5dcb818",
  "time" : "2024-05-06T12:21:54.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "178.174.144.224"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Nathalie Robin Maria Björk",
    "personNr" : "8701050422",
    "orgName" : "Bostadsrättsförening Skärkarlen 10",
    "personSurname" : "Björk",
    "orgNr" : "7696169775",
    "personGivenName" : "Nathalie Robin Maria",
    "email" : "nathalierobinmaria@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Nathalie Robin Maria Björk",
    "orgName" : "Bostadsrättsförening Skärkarlen 10",
    "personSurname" : "Björk",
    "orgNr" : "7696169775",
    "personGivenName" : "Nathalie Robin Maria",
    "email" : "nathalierobinmaria@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "198701050422",
    "personSurname" : "BJÖRK",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogInZlciAyQnJmIFNrw6Rya2FybGVuIDEwIDc2OTYxNi05Nzc1IEVqIHVuZGVydGVja25hZCDDpXJzcmVkb3Zpc25pbmcgMjAyMyIgCklEOiA4YzY4NmEyMC0wYjdmLTExZWYtYWZlYi1lOWNmZTM4NzU2OTQKRGF0dW06IDIwMjQtMDUtMDYKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "77059500-0b92-11ef-a16e-b59476063aa9",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoidmVyIDJCcmYgU2vDpHJrYXJsZW4gMTAgNzY5NjE2LTk3NzUgRWogdW5kZXJ0ZWNrbmFkIMOlcnNyZWRvdmlzbmluZyAyMDIzXzIwMjQwNTA2MDgwNjAzLnBkZiIKZTU2MSBhOTQzIDlhMTAgYjBmMSAwM2VlIDQ5NzUgZjFjMiAyMWNjIGI1MjUgYTIxZCBmNGEyIGVlMGMgODc1ZCA2Nzg5IDVmNzIgMmRhNwotLS0tLS0tLS0t",
    "personGivenName" : "NATHALIE ROBIN MARIA",
    "startDate" : "2024-05-06T10:21:56.413+0000",
    "transactionId" : "78bcfc045377e46cf17b07111480ae8f"
  },
  "time" : "2024-05-06T12:22:12.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "178.174.144.224"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "809fecf0-0b92-11ef-a0e6-69766b2a0732"
}, {
  "id" : "8158b5a0-0b92-11ef-a0e6-69766b2a0732",
  "time" : "2024-05-06T12:22:13.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "Joakim412@hotmail.com"
  }, {
    "email" : "conny.ahlstedt@skarkarlen.se"
  }, {
    "email" : "carmen.munoz.escalante@gmail.com"
  }, {
    "email" : "therese.sjostedt@skarkarlen.se"
  } ]
}, {
  "id" : "a4864720-0b99-11ef-8cc8-893160660242",
  "time" : "2024-05-06T13:13:18.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "178.174.144.216"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Carmen Maria Munoz-Escalante",
    "personNr" : "7511220340",
    "orgName" : "Bostadsrättsförening Skärkarlen 10",
    "personSurname" : "Munoz-Escalante",
    "orgNr" : "7696169775",
    "personGivenName" : "Carmen Maria",
    "email" : "carmen.munoz.escalante@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Carmen Maria Munoz-Escalante",
    "orgName" : "Bostadsrättsförening Skärkarlen 10",
    "personSurname" : "Munoz-Escalante",
    "orgNr" : "7696169775",
    "personGivenName" : "Carmen Maria",
    "email" : "carmen.munoz.escalante@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "197511220340",
    "personSurname" : "Munoz-Escalante",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogInZlciAyQnJmIFNrw6Rya2FybGVuIDEwIDc2OTYxNi05Nzc1IEVqIHVuZGVydGVja25hZCDDpXJzcmVkb3Zpc25pbmcgMjAyMyIgCklEOiA4YzY4NmEyMC0wYjdmLTExZWYtYWZlYi1lOWNmZTM4NzU2OTQKRGF0dW06IDIwMjQtMDUtMDYKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "a6c67320-0b99-11ef-a16e-b59476063aa9",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoidmVyIDJCcmYgU2vDpHJrYXJsZW4gMTAgNzY5NjE2LTk3NzUgRWogdW5kZXJ0ZWNrbmFkIMOlcnNyZWRvdmlzbmluZyAyMDIzXzIwMjQwNTA2MDgwNjAzLnBkZiIKZTU2MSBhOTQzIDlhMTAgYjBmMSAwM2VlIDQ5NzUgZjFjMiAyMWNjIGI1MjUgYTIxZCBmNGEyIGVlMGMgODc1ZCA2Nzg5IDVmNzIgMmRhNwotLS0tLS0tLS0t",
    "personGivenName" : "Carmen Maria",
    "startDate" : "2024-05-06T11:13:22.998+0000",
    "transactionId" : "3cc1a503d5cc98cbd612b48b2425e3e0"
  },
  "time" : "2024-05-06T13:13:44.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "178.174.144.216"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "b3878680-0b99-11ef-b246-63780d501365"
}, {
  "id" : "b3f4a030-0b99-11ef-b246-63780d501365",
  "time" : "2024-05-06T13:13:44.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "nathalierobinmaria@gmail.com"
  }, {
    "email" : "Joakim412@hotmail.com"
  }, {
    "email" : "conny.ahlstedt@skarkarlen.se"
  }, {
    "email" : "therese.sjostedt@skarkarlen.se"
  } ]
}, {
  "id" : "7e0b7e10-0ba0-11ef-beaf-05bff812c414",
  "time" : "2024-05-06T14:02:20.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "178.174.143.235"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Joakim Richard Alsterfält",
    "personNr" : "9004123395",
    "orgName" : "Bostadsrättsförening Skärkarlen 10",
    "personSurname" : "Alsterfält",
    "orgNr" : "7696169775",
    "personGivenName" : "Joakim Richard",
    "email" : "Joakim412@hotmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Joakim Richard Alsterfält",
    "orgName" : "Bostadsrättsförening Skärkarlen 10",
    "personSurname" : "Alsterfält",
    "orgNr" : "7696169775",
    "personGivenName" : "Joakim Richard",
    "email" : "Joakim412@hotmail.com"
  },
  "signingMetadata" : {
    "personNr" : "199004123395",
    "personSurname" : "ALSTERFÄLT",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogInZlciAyQnJmIFNrw6Rya2FybGVuIDEwIDc2OTYxNi05Nzc1IEVqIHVuZGVydGVja25hZCDDpXJzcmVkb3Zpc25pbmcgMjAyMyIgCklEOiA4YzY4NmEyMC0wYjdmLTExZWYtYWZlYi1lOWNmZTM4NzU2OTQKRGF0dW06IDIwMjQtMDUtMDYKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "857699f0-0ba0-11ef-a0e6-69766b2a0732",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoidmVyIDJCcmYgU2vDpHJrYXJsZW4gMTAgNzY5NjE2LTk3NzUgRWogdW5kZXJ0ZWNrbmFkIMOlcnNyZWRvdmlzbmluZyAyMDIzXzIwMjQwNTA2MDgwNjAzLnBkZiIKZTU2MSBhOTQzIDlhMTAgYjBmMSAwM2VlIDQ5NzUgZjFjMiAyMWNjIGI1MjUgYTIxZCBmNGEyIGVlMGMgODc1ZCA2Nzg5IDVmNzIgMmRhNwotLS0tLS0tLS0t",
    "personGivenName" : "JOAKIM",
    "startDate" : "2024-05-06T12:02:33.582+0000",
    "transactionId" : "601cb4186aeebfa5a5176ea9587484d8"
  },
  "time" : "2024-05-06T14:02:53.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "178.174.143.235"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "912fda40-0ba0-11ef-8cc8-893160660242"
}, {
  "id" : "91bf9720-0ba0-11ef-8cc8-893160660242",
  "time" : "2024-05-06T14:02:53.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "nathalierobinmaria@gmail.com"
  }, {
    "email" : "conny.ahlstedt@skarkarlen.se"
  }, {
    "email" : "carmen.munoz.escalante@gmail.com"
  }, {
    "email" : "therese.sjostedt@skarkarlen.se"
  } ]
}, {
  "id" : "5cbda0b0-0ba7-11ef-8fee-17a4d5dcb818",
  "time" : "2024-05-06T14:51:31.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.191.121.65"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Conny Jan-Anders Ahlstedt",
    "personNr" : "7202020637",
    "orgName" : "Bostadsrättsförening Skärkarlen 10",
    "personSurname" : "Ahlstedt",
    "orgNr" : "7696169775",
    "personGivenName" : "Conny Jan-Anders",
    "email" : "conny.ahlstedt@skarkarlen.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Conny Jan-Anders Ahlstedt",
    "orgName" : "Bostadsrättsförening Skärkarlen 10",
    "personSurname" : "Ahlstedt",
    "orgNr" : "7696169775",
    "personGivenName" : "Conny Jan-Anders",
    "email" : "conny.ahlstedt@skarkarlen.se"
  },
  "signingMetadata" : {
    "personNr" : "197202020637",
    "personSurname" : "AHLSTEDT",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogInZlciAyQnJmIFNrw6Rya2FybGVuIDEwIDc2OTYxNi05Nzc1IEVqIHVuZGVydGVja25hZCDDpXJzcmVkb3Zpc25pbmcgMjAyMyIgCklEOiA4YzY4NmEyMC0wYjdmLTExZWYtYWZlYi1lOWNmZTM4NzU2OTQKRGF0dW06IDIwMjQtMDUtMDYKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "60482700-0ba7-11ef-8fee-17a4d5dcb818",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoidmVyIDJCcmYgU2vDpHJrYXJsZW4gMTAgNzY5NjE2LTk3NzUgRWogdW5kZXJ0ZWNrbmFkIMOlcnNyZWRvdmlzbmluZyAyMDIzXzIwMjQwNTA2MDgwNjAzLnBkZiIKZTU2MSBhOTQzIDlhMTAgYjBmMSAwM2VlIDQ5NzUgZjFjMiAyMWNjIGI1MjUgYTIxZCBmNGEyIGVlMGMgODc1ZCA2Nzg5IDVmNzIgMmRhNwotLS0tLS0tLS0t",
    "personGivenName" : "CONNY",
    "startDate" : "2024-05-06T12:51:37.742+0000",
    "transactionId" : "7f5c01c2d216b1562869ae1a2f2ea662"
  },
  "time" : "2024-05-06T14:51:55.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.191.121.65"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "6b142120-0ba7-11ef-a0e6-69766b2a0732"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards




https://www.egreement.com





Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken







place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.







Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.







Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630




https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.







@greement PDF Container

— il “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments







How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:







* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

mobile +4670123456789 The user’s mobile phone
number.




https://en.wikipedia.org/wiki/Universally_unique_identifier





Parameter name

personNr

personName

personGivenName
personSurname

orgNr

orgName

AgreementFileInfo

Parameter value example(s)

19550505-1234 (Sweden),
220750-999Y (Finland)

John Smith

John
Smith

551234-1234

Acme AB

Description

The user’s personal identity
number.

The first and last name of the
user.

The first name of the user.
The last name of the user.

The organization number of the
organization on behalf of which
the user is operating.

The organization name of the
organization on behalf of which
the user is operating.

The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the

user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name

fileld

fileName

fileMimetype

fileSize

fileHash

How to Validate

Parameter value example(s)

6572354654, 75928ba0-2369-
11e8-b467-0ed5f89f718b

MyEmployeeAgreement.pdf

application/pdf
42253

3d7c514b...66b786a4

See Validation how to validate the entire audit log.

Agreement Created

Description

The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).

The user defined name of the
agreement file.

The agreement file mime type.

The size, in bytes, of the
agreement file.

The hash of the agreement file,
encoded as a hex string.

This event is logged when the agreement is created. This is always the first log entry for each
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agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created

 Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

> 12: Agreement created using the APIL.

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.18

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserlInfo

Type How to validate UserInfo

10 orghr and orgName must not be set

1 personNr, orgNr and orgName must be set
12 orgNr and orgName must be set
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Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.16
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

» EventClass: agreement_viewed
e Eventld:

o 20: When a user views an agreement using the web application.







> 27: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.

Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed
This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:
> 30: When a user signs the agreement, not being the last signee.
> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name Parameter value example Description
signeelnfo See UserInfo Information about the signee.
signMetadata See SignMetadata Signing metadata produced in

the signing process.

Table 8. SignMetadata

Parameter name Parameter value example Description

signatureMethod bankid The ID of the signing method
used.

signature PD94bWwgdm...duYXR1lcmU+  The signature, base64 encoded.

The underlying format depends
on the signature method used.

ocspResponse MIIEXgoBAK...jks3yrAUVE The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.







Parameter name Parameter value example Description

message MzJhMDYXN2FhYjRjOWZINzI1Zj The text shown to the signee
FINWJJNDQxM,;... before approving the signature
request. Text is NOT signed, just
kept for audit purposes.

tbs SSBzaWduOiAiQ29udHJhY3QiIA The text being signed by the
PJRDogNjdKkN2... signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.

tbsHidden LSOtLSOtLSOtLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced or qualified signature methods, the TBS (including the hidden TBS where
applicable) will be stored as a part of SignMetadata.

For simple electronic signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.







Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS and/or

tbsHidden matches the SignMetadata.

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

* EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 41: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information

10







Parameter name Parameter value example Description

agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000  Time when agreement was

scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is

scheduled to expire as yyyy-Mm-
dd'T'HH:mm: ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.

Message Sent

A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent

* Eventld:

[

o

50:
51:

52

53:
54:
55:

56

57:
58:
60:

Message sent due to event IDs: 10-12

Message sent due to event ID: 30.

: Message sent due to event ID: 31.

Message sent due to event ID: 40.
Message sent due to event ID: 41.

Message sent when agreement is shared.

: Message sent when agreement sharing is cancelled.

Message sent when agreement validity is about to expire.
Message sent as a reminder of agreement creation.

Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information

Parameter name Parameter value example Description

sentTo

List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.

11







Format

The audit log is included in the container as a JSON-formatted file.

Audit log example

[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.16",

"agreementlocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",
"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"
oA
"fileSize" : "180269",
"fileId" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
"fileMimetype" : "image/png",
"fileName" : "figl.png"
1L
"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

oA
"personNr" : "193333334444",
"personName" : "Bob B"

1L

"id" : 778333,

"time" : "2016-04-26T716:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",

12







"ipAddress" : "1.2.3.4"

H

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

Frp
"personName" : "Alice A",
"mobile" : "+4670123456789"

} ]

oA

"signingMethod" : "bankid",

"signeelnfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {

"ocspResponse” : "MII...z5Q==",

"startDate" : "2016-04-26716:39:32.000+0000",
"signatureMethod" : "bankid",

"signature" : "PD9...cmU+"

I

"id" : 778335,

"time" : "2016-04-26T16:39:43.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_signed",

"eventId" : 30

} ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

13







Document name

Container Format
Signing
Validation
BankidValidation
Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for

more details.

* Agreement ID
* Agreement name
* Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630

user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

14
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* Agreement file name
* Agreement file mime type
* Agreement file size

» Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

* Signee person number ID

* Signee name

» Signee sign date

Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

» Date of Change : 2017-02-28
* Logs

o Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

o

Layout is also changed to display the additional information vertically.
o Agreement File section of Verification page to include last modified date & time.

o ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

* Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title
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Agreement Version : 1.3

» Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

* Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced

Agreement Version : 1.5

* Date of Change : 2018-05-31
* Logs

> Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

o More information about signature added on attest page

Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

» Date of Change : 2019-02-01
* Logs

o Message Sent for viewed event added in auditlog.json
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Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

* Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.

Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

* Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

» Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

* Date of Change : 2021-08-03
* Logs

o TBS explanation is extended
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Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Agreement Version : 1.16

» Date of Change : 2022-04-30
* Logs

o Danish signing using MitID is introduced

Agreement Version : 1.17

* Date of Change : 2022-07-15
* Logs
o Watermark logo removed

o Verification page logo changed

Agreement Version : 1.18

* Date of Change : 2023-10-02
* Logs

o Qualified electronic signing using Swisscom Mobile ID is introduced

Agreement Version : 1.19

* Date of Change : 2024-04-17
* Logs
o Watermark logo added

o Verification page logo changed

Reference Documentation
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Document name

Overview

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, from how to make all
agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates that a person consents to the contents of
an electronic message. In the EU the eIDAS legislation regulate and defines three levels of such
signatures:

» Simple Electronic Signatures

» Advanced Electronic Signatures

* Qualified Electronic Signatures

These signatures are created using an electronic identity that has a certain security Level of Assurance







(LOA) also defined by eIDAS. The LOA describes the degree of confidence the identity was issued,
taking into account the enrollment process as well as protection of the authentication needed to use
the identity.

* Low - For example self-registration.
» Substantial - Providing and verifying identity information in a structured way.

* High - For example a requirement to have a physical meeting before issuing an identity.

Simple Electronic Signature (SES)

* Basic electronic signature with low assurance.
» Typically equivalent to a handwritten signature.

* Minimal identity verification required.

Is defined as "data in electronic form which is attached to or logically associated with other data in
electronic form and which is used by the signatory to sign".

Supported methods

* Draw Signature - A handwritten signature drawn on a digital canvas.

API Signature - A signature created by consuming the web service exposed by Egreement AB.

MitID low - Danish MitID on LOA level low

* Click Signature - A signature created by personalized link.

Advanced Electronic Signature (AES)

* is uniquely tied to the signatory,
* uniquely linked to and capable of identifying the signatory
* created in a way that allows the signatory to retain control

* linked to the document in a way that any subsequent change of the data is detectable.

Electronic signatures are usually based on PKI, such as the Swedish BankID and Norwegian BankID.

Supported methods

» Swedish BankID

* Norwegian BankID

* Finnish strong identification

* Danish MitID - MitID on LOA level substantial

» SMS Signature - A signature created by responding to an SMS with context specific content.







* Email Signature with OneTimePassword - A signature created by One Time Password (OTP) based
email service.

Qualified Electronic Signature (QES)

A qualified electronic signature is an advanced electronic signature which is additionally:

Highest Level of Assurance and trust.

created by a qualified signature creation device (QSCD)
* Requires a qualified digital certificate from a qualified trust service provider.
* Legal equivalence to a handwritten signature in many jurisdictions.
Supported methods

Electronic signatures based on PKI where the signature is the highest level of electronic signature
under eIDAS, providing the utmost trust, legal equivalence to handwritten signatures.

e Swisscom Mobile ID

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric







encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).

Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

« Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
 Signature text (TBS)

* Hash algorithms used

 Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing

To sign an agreement a number of actions need to be executed:







* Create text representation of agreement

* Create digital signature

Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.







Example

Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8cB7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 90f2

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Danish MitID

» Swisscom Mobile ID (qualified electronic signature)

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.







Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.

It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BanKkID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log

Each signature transaction provides information used in user interface and audit logging:

* personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

* personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

* tbsHidden - Hidden data being signed, base64 encoded.

How to validate
Validate the signature according to BankID Signature profile.
Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

» Hashed TBS.
* TBS Hash algorithm.

Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,







supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the TBS.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm

Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.







Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

 personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:0id:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.







Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.

* personSurname - Surname

* personGivenName - Given name

* startDate - Date when signing was started.

* signatureMethod - Will be eid-fi.

* transactionld - Transaction ID from backend system.

* signature - Signed JWT (from Telia).

publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Danish MitID

Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.

Signature format

The signature flow for Danish MitID is performed as a text followed by end-user authentication, so
there is no signature produced. Thus a signature format does not exist.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Danish personal identity number.

* personName - Full name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.

o The method mitid-<LOA> specifies what Level of Assurance (LOA) that was requested when
initiating the signature.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.
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* tbs - Data that was shown to user before authenticating, base64 encoded.

More information can be found in Danish MitID.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the
entries in the audit log.

Swisscom Mobile ID

Swisscom Mobile ID is a qualified electronic signature method provided by Swisscom Trust Services.

It is a PKI based solution that uses a smartphone application to authenticate signees. After successful
authentication a short lived certificate is issued that is used to produce a Qualified Electronic
Signature.

Signature format

Swisscom Trust Services produces a detached CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the tbsHidden and message is the message shown to
the user in the Mobile ID client.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no used to trigger the signee’s authentication of the signature.

* personName - Full name.

* personSurname - Surname.

* personGivenName - Given name.

* personSerialNumber - Swisscom evidenceld.

* startDate - Date when signing was started.

* signatureMethod - Will be swisscom-qes.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* message - Message shown in the Mobile ID client when user approves the signature, base64
encoded.

 tbsHidden - Data signed in the detached CMS signature, base64 encoded.
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More information can be found in Swisscom AIS and Swisscom SRS.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

 User Attributes of the signer certificate in the element SignedData certificates in the CMS signature.
* Hashed TBS

* Hash algorithm

Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

 signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.
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API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - In the form of a swedish personal number.

e personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.
* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.
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 signatureMethod - Will be sms-signature.
e OTP - One Time Password.
How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.

* hash (array): HASHLG( agreementName + mobile + timestamp)

random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.

* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.

¢ OTP - One Time Password.
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How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + email + timestamp)
* random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation
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Document name

Overview

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax
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Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each







entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or

if there are errors in the tools or in the documentation?

References

Document name

Overview
Container Format
Signing
Validation
BankidValidation
Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630
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Verifikat

Titel: ver 2Brf Skarkarlen 10 769616-9775 Ej undertecknad
arsredovisning 2023

ID: 8¢686a20-0b7f-11ef-afeb-e9cfe3875694

Status: Signerat av alla

Skapat: 2024-05-06

Underskrifter

Bostadsréttsforening Skarkarlen 10 7696169775
Therese Sjostedt

therese.sjostedt@skarkarlen.se

Signerat: 2024-05-06 10:48 BankID Therese Sjostedt

Bostadsréttsforening Skarkarlen 10 7696169775

Carmen Maria Munoz-Escalante
carmen.munoz.escalante@gmail.com

Signerat: 2024-05-06 13:13 BankID Carmen Maria Munoz-Escalante

Bostadsréttsforening Skarkarlen 10 7696169775

Conny Jan-Anders Ahlstedt

conny.ahlstedt@skarkarlen.se

Signerat: 2024-05-06 14:51 BankID CONNY AHLSTEDT

Bostadsrittsforening Skarkarlen 10 7696169775

Nathalie Robin Maria Bjork
nathalierobinmaria@gmail.com

Signerat: 2024-05-06 12:22 BankID NATHALIE ROBIN
MARIA BJORK

Bostadsréttsforening Skarkarlen 10 7696169775
Joakim Richard Alsterfélt
Joakim412@hotmail.com

Signerat: 2024-05-06 14:02 BankID JOAKIM
ALSTERFALT

Filer
Filnamn Storlek
ver 2Brf Skarkarlen 10 769616-9775 Ej 748.3 kB

undertecknad arsredovisning
2023_20240506080603.pdf

Kontrollsumma

e561 a943 9al10 bOfl 03ee 4975 flc2 2icc
b525 a21d f4a2 ee®c 875d 6789 5f72 2da7

Héandelser

Datum Tid Héndelse

2024-05-06 10:06 Skapat | via API.

2024-05-06 10:48 Signerat | Therese Sjostedt, Bostadsrattsforening Skérkarlen 10

Genomfort med: BankID av Therese Sjostedt. IP: 178.174.143.245








Handelser

2024-05-06 12:22 Signerat | Nathalie Robin Maria Bjork, Bostadsrattsforening Skérkarlen 10
Genomfort med: BankID av NATHALIE ROBIN MARIA BJORK. IP: 178.174.144.224

2024-05-06 13:13 Signerat | Carmen Maria Munoz-Escalante, Bostadsrattsforening Skarkarlen 10
Genomfort med: BankID av Carmen Maria Munoz-Escalante. IP: 178.174.144.216

2024-05-06 14:02 Signerat | Joakim Richard Alsterfilt, Bostadsrattsforening Skérkarlen 10
Genomfort med: BankID av JOAKIM ALSTERFALT. IP: 178.174.143.235

2024-05-06 14:51 Signerat | Conny Jan-Anders Ahlstedt, Bostadsréttsférening Skarkarlen 10
Genomfort med: BankID av CONNY AHLSTEDT. IP: 83.191.121.65

Verifikat utfardat av Egreement AB

Detta verifikat bekrftar vilka parter som har signerat och innehdller relevant information for att verifiera parternas identitet samt
relevanta hdndelser i anslutning till signering. Till detta finns separata datafiler bifogade, dessa innehaller kompletterande information av
teknisk karaktér och styrker dokumentens och signaturernas dkthet och validitet (for atkomst till filerna, anvdnd en PDF-ldsare som kan
visa bifogade filer). Hash &r ett fingeravtryck som varje individuellt dokument far for att sédkerstélla dess identitet. Fér mer information,
se bifogad dokumentation.

Verifikation, version: 1.19









REVISIONSBERATTELSE

Till foreningsstamman i Bostadsrattsforeningen Skarkarlen 10
769616-9775

Rapport om arsredovisningen

Vi har utfért en revision av arsredovisningen for Bostadsrattsféreningen Skarkarlen 10 for ar
2023.

Styrelsens ansvar fér 8rsredovisningen

Det &r styrelsen som har ansvaret for att uppratta en arsredovisning som ger en rattvisande
bild enligt arsredovisningslagen och for den interna kontroll som styrelsen bedémer &r
nédvandig for att upprétta en arsredovisning som inte innehdller vésentliga felaktigheter,
vare sig dessa beror pd oegentligheter eller pa fel.

Revisorns ansvar

Vart ansvar ar att uttala oss om rsredovisningen pa grundval av var revision. Detta kraver
att vi planerar och utfér revisionen for att uppna rimlig sidkerhet att arsredovisningen inte
innehaller vasentliga felaktigheter.

En revision innefattar att genom olika atgarder inhdmta revisionsbevis om belopp och annan
information i drsredovisningen. Revisorn valjer vilka atgarder som ska utféras, bland annat
genom att bedéma riskerna for véasentliga felaktigheter i drsredovisningen, vare sig dessa
beror pa oegentligheter eller pa fel. Vid denna riskbedémning beaktar revisorn de delar av
den interna kontrollen som &r relevanta for hur féreningen upprattar arsredovisningen for att
ge en rattvisande bild i syfte att utforma granskningsatgarder som &r &ndamalsenliga med
hansyn till omsténdigheterna, men inte i syfte att gora ett uttalande om effektiviteten i
foreningens interna kontroll. En revision innefattar ocksa en utvéardering av
andamalsenligheten i de redovisningsprinciper som har anvénts och av rimligheten i
styrelsens uppskattningar i redovisningen, liksom en utvardering av den évergripande
presentationen i arsredovisningen.

Vi anser att de revisionsbevis som har inhdmtat &r tillrdckliga och &ndamalsenliga som grund
for vart uttalanden.

Uttalanden

Enligt var uppfattning har arsredovisningen uppréttats i enlighet med arsredovisningslagen
och ger en i alla vasentliga avseenden rattvisande bild av féreningens finansiella stadllning
per 2023-12-31 och av dess finansiella resultat fér aret enligt arsredovisningslagen.
Forvaltningsberéttelsen &r forenlig med arsredovisningens 6vriga delar.

Vi tillstyrker darfoér att féreningsstamman faststéller resultatrakningen och balansrékningen.





Rapport om andra krav enligt lagar och andra forfattningar

Utdver var revision av arsredovisningen har vi dven utfért en revision av forslaget till
dispositioner betraffande féreningens vinst eller férlust samt styrelsens férvaltning fér
Bostadsrattsféreningen Skarkarlen 10 for &r 2023.

Styrelsens ansvar

Det &r styrelsen som har ansvaret for forslaget till dispositioner betraffande féreningens
vinst eller forlust, och det ar styrelsen som har ansvaret for férvaltningen enligt
bostadsrattslagen.

Revisorns ansvar
Vart ansvar &r att med rimlig sdkerhet uttala mig om férslaget till dispositioner betréffande
féreningens vinst eller férlust och om férvaltningen pd grundval av var revision.

Som underlag for vart uttalande om styrelsens forslag till dispositioner betréffande
féreningens vinst eller forlust har vi granskat om forslaget ar forenligt med
bostadsrattslagen.

Som underlag for vart uttalande om ansvarsfrihet har vi utdver revisionen av
arsredovisningen granskat vasentliga beslut, atgarder och férhallanden i féreningen for att
kunna bedéma om nagon styrelseledamot &r ersattningsskyldig mot féreningen. Vi har &ven
granskat om ndgon styrelseledamot pa annat satt har handlat i strid med bostadsréattslagen,
arsredovisningslagen eller féreningens stadgar.

Vi anser att de revisionsbevis som inhamtat ar tillréckliga och &ndamalsenliga som grund for
o
vara uttalanden.

Uttalanden
Vi tillstyrker att féreningsstdmman disponerar resultatet enligt forslaget i
forvaltningsberattelsen och beviljar styrelsens ledaméter ansvarsfrihet for rakenskapsaret.

Stockholm

Ravisor AB
David Walman
Revisor






[ {
  "agreementId" : "8e36f680-0ba9-11ef-a48c-997bc3327199",
  "agreementName" : "Årsredovisning",
  "agreementVersion" : "1.19",
  "agreementFiles" : [ {
    "fileName" : "8c686a20-0b7f-11ef-afeb-e9cfe3875694-signerat.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "1143241",
    "fileHash" : "c397f7635236d3eefcef192e3816f52d3f62b9f9627efc2f4f056d1342bf603b",
    "fileId" : "8e4379a0-0ba9-11ef-a39e-1945451983e6"
  }, {
    "fileName" : "rb Skärkarlen 10_20240506130708.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "124671",
    "fileHash" : "cc012ad742e9976c2c6bd233369df1585307c14e0264a924bad50285f4fb0794",
    "fileId" : "8e5bbc90-0ba9-11ef-8946-45b045b39bd1"
  } ],
  "signees" : [ {
    "personName" : "David Oskar Petter Walman",
    "personNr" : "8002043233",
    "orgName" : "Bostadsrättsförening Skärkarlen 10",
    "personSurname" : "Walman",
    "orgNr" : "7696169775",
    "personGivenName" : "David Oskar Petter",
    "email" : "info@ravisor.se"
  } ],
  "time" : "2024-05-06T15:07:14.000+0200",
  "type" : "api",
  "user" : {
    "personName" : "API API_KEY",
    "orgName" : "Sveriges Mäklar- och Organisationstjänst AB",
    "ipAddress" : "188.126.93.49",
    "orgNr" : "5590421631"
  },
  "eventId" : 12,
  "eventClass" : "agreement_created",
  "id" : "8eff76a0-0ba9-11ef-928a-fba97147171b"
}, {
  "id" : "90f5c860-0ba9-11ef-beaf-05bff812c414",
  "time" : "2024-05-06T15:07:18.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.227.16.49"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "David Oskar Petter Walman",
    "personNr" : "8002043233",
    "orgName" : "Bostadsrättsförening Skärkarlen 10",
    "personSurname" : "Walman",
    "orgNr" : "7696169775",
    "personGivenName" : "David Oskar Petter",
    "email" : "info@ravisor.se"
  }
}, {
  "id" : "9bab2d40-0ba9-11ef-928a-fba97147171b",
  "time" : "2024-05-06T15:07:36.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "info@ravisor.se"
  } ]
}, {
  "signeeInfo" : {
    "personName" : "David Oskar Petter Walman",
    "orgName" : "Bostadsrättsförening Skärkarlen 10",
    "personSurname" : "Walman",
    "orgNr" : "7696169775",
    "personGivenName" : "David Oskar Petter",
    "email" : "info@ravisor.se"
  },
  "signingMetadata" : {
    "personNr" : "198002043233",
    "personSurname" : "Walman",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyIgCklEOiA4ZTM2ZjY4MC0wYmE5LTExZWYtYTQ4Yy05OTdiYzMzMjcxOTkKRGF0dW06IDIwMjQtMDUtMDYKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "9fcb8af0-0ba9-11ef-b246-63780d501365",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiOGM2ODZhMjAtMGI3Zi0xMWVmLWFmZWItZTljZmUzODc1Njk0LXNpZ25lcmF0LnBkZiIKYzM5NyBmNzYzIDUyMzYgZDNlZSBmY2VmIDE5MmUgMzgxNiBmNTJkIDNmNjIgYjlmOSA2MjdlIGZjMmYgNGYwNSA2ZDEzIDQyYmYgNjAzYgoKInJiIFNrw6Rya2FybGVuIDEwXzIwMjQwNTA2MTMwNzA4LnBkZiIKY2MwMSAyYWQ3IDQyZTkgOTc2YyAyYzZiIGQyMzMgMzY5ZCBmMTU4IDUzMDcgYzE0ZSAwMjY0IGE5MjQgYmFkNSAwMjg1IGY0ZmIgMDc5NAotLS0tLS0tLS0t",
    "personGivenName" : "David Oskar Petter",
    "startDate" : "2024-05-06T13:07:43.255+0000",
    "transactionId" : "0eb64bc8fb71b1b8ecee91f940aaf486"
  },
  "time" : "2024-05-06T15:07:57.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.227.16.49"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "a84ecd90-0ba9-11ef-8fee-17a4d5dcb818"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards



https://www.egreement.com



Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken





place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.





Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.





@greement PDF Container

— il “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

mobile +4670123456789 The user’s mobile phone
number.



https://en.wikipedia.org/wiki/Universally_unique_identifier



Parameter name

personNr

personName

personGivenName
personSurname

orgNr

orgName

AgreementFileInfo

Parameter value example(s)

19550505-1234 (Sweden),
220750-999Y (Finland)

John Smith

John
Smith

551234-1234

Acme AB

Description

The user’s personal identity
number.

The first and last name of the
user.

The first name of the user.
The last name of the user.

The organization number of the
organization on behalf of which
the user is operating.

The organization name of the
organization on behalf of which
the user is operating.

The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the

user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name

fileld

fileName

fileMimetype

fileSize

fileHash

How to Validate

Parameter value example(s)

6572354654, 75928ba0-2369-
11e8-b467-0ed5f89f718b

MyEmployeeAgreement.pdf

application/pdf
42253

3d7c514b...66b786a4

See Validation how to validate the entire audit log.

Agreement Created

Description

The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).

The user defined name of the
agreement file.

The agreement file mime type.

The size, in bytes, of the
agreement file.

The hash of the agreement file,
encoded as a hex string.

This event is logged when the agreement is created. This is always the first log entry for each
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agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created

 Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

> 12: Agreement created using the APIL.

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.18

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserlInfo

Type How to validate UserInfo

10 orghr and orgName must not be set

1 personNr, orgNr and orgName must be set
12 orgNr and orgName must be set
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Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.16
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

» EventClass: agreement_viewed
e Eventld:

o 20: When a user views an agreement using the web application.





> 27: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.

Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed
This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:
> 30: When a user signs the agreement, not being the last signee.
> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name Parameter value example Description
signeelnfo See UserInfo Information about the signee.
signMetadata See SignMetadata Signing metadata produced in

the signing process.

Table 8. SignMetadata

Parameter name Parameter value example Description

signatureMethod bankid The ID of the signing method
used.

signature PD94bWwgdm...duYXR1lcmU+  The signature, base64 encoded.

The underlying format depends
on the signature method used.

ocspResponse MIIEXgoBAK...jks3yrAUVE The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.





Parameter name Parameter value example Description

message MzJhMDYXN2FhYjRjOWZINzI1Zj The text shown to the signee
FINWJJNDQxM,;... before approving the signature
request. Text is NOT signed, just
kept for audit purposes.

tbs SSBzaWduOiAiQ29udHJhY3QiIA The text being signed by the
PJRDogNjdKkN2... signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.

tbsHidden LSOtLSOtLSOtLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced or qualified signature methods, the TBS (including the hidden TBS where
applicable) will be stored as a part of SignMetadata.

For simple electronic signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.





Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS and/or

tbsHidden matches the SignMetadata.

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

* EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 41: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information
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Parameter name Parameter value example Description

agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000  Time when agreement was

scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is

scheduled to expire as yyyy-Mm-
dd'T'HH:mm: ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.

Message Sent

A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent

* Eventld:

[

o

50:
51:

52

53:
54:
55:

56

57:
58:
60:

Message sent due to event IDs: 10-12

Message sent due to event ID: 30.

: Message sent due to event ID: 31.

Message sent due to event ID: 40.
Message sent due to event ID: 41.

Message sent when agreement is shared.

: Message sent when agreement sharing is cancelled.

Message sent when agreement validity is about to expire.
Message sent as a reminder of agreement creation.

Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information

Parameter name Parameter value example Description

sentTo

List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.
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Format

The audit log is included in the container as a JSON-formatted file.

Audit log example

[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.16",

"agreementlocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",
"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"
oA
"fileSize" : "180269",
"fileId" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
"fileMimetype" : "image/png",
"fileName" : "figl.png"
1L
"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

oA
"personNr" : "193333334444",
"personName" : "Bob B"

1L

"id" : 778333,

"time" : "2016-04-26T716:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",

12





"ipAddress" : "1.2.3.4"

H

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

Frp
"personName" : "Alice A",
"mobile" : "+4670123456789"

} ]

oA

"signingMethod" : "bankid",

"signeelnfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {

"ocspResponse” : "MII...z5Q==",

"startDate" : "2016-04-26716:39:32.000+0000",
"signatureMethod" : "bankid",

"signature" : "PD9...cmU+"

I

"id" : 778335,

"time" : "2016-04-26T16:39:43.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_signed",

"eventId" : 30

} ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name

Container Format
Signing
Validation
BankidValidation
Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for

more details.

* Agreement ID
* Agreement name
* Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630

user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

14
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* Agreement file name
* Agreement file mime type
* Agreement file size

» Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

* Signee person number ID

* Signee name

» Signee sign date

Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

» Date of Change : 2017-02-28
* Logs

o Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

o

Layout is also changed to display the additional information vertically.
o Agreement File section of Verification page to include last modified date & time.

o ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

* Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title
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Agreement Version : 1.3

» Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

* Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced

Agreement Version : 1.5

* Date of Change : 2018-05-31
* Logs

> Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

o More information about signature added on attest page

Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

» Date of Change : 2019-02-01
* Logs

o Message Sent for viewed event added in auditlog.json
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Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

* Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.

Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

* Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

» Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

* Date of Change : 2021-08-03
* Logs

o TBS explanation is extended
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Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Agreement Version : 1.16

» Date of Change : 2022-04-30
* Logs

o Danish signing using MitID is introduced

Agreement Version : 1.17

* Date of Change : 2022-07-15
* Logs
o Watermark logo removed

o Verification page logo changed

Agreement Version : 1.18

* Date of Change : 2023-10-02
* Logs

o Qualified electronic signing using Swisscom Mobile ID is introduced

Agreement Version : 1.19

* Date of Change : 2024-04-17
* Logs
o Watermark logo added

o Verification page logo changed

Reference Documentation
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Document name

Overview

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, from how to make all
agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates that a person consents to the contents of
an electronic message. In the EU the eIDAS legislation regulate and defines three levels of such
signatures:

» Simple Electronic Signatures

» Advanced Electronic Signatures

* Qualified Electronic Signatures

These signatures are created using an electronic identity that has a certain security Level of Assurance





(LOA) also defined by eIDAS. The LOA describes the degree of confidence the identity was issued,
taking into account the enrollment process as well as protection of the authentication needed to use
the identity.

* Low - For example self-registration.
» Substantial - Providing and verifying identity information in a structured way.

* High - For example a requirement to have a physical meeting before issuing an identity.

Simple Electronic Signature (SES)

* Basic electronic signature with low assurance.
» Typically equivalent to a handwritten signature.

* Minimal identity verification required.

Is defined as "data in electronic form which is attached to or logically associated with other data in
electronic form and which is used by the signatory to sign".

Supported methods

* Draw Signature - A handwritten signature drawn on a digital canvas.

API Signature - A signature created by consuming the web service exposed by Egreement AB.

MitID low - Danish MitID on LOA level low

* Click Signature - A signature created by personalized link.

Advanced Electronic Signature (AES)

* is uniquely tied to the signatory,
* uniquely linked to and capable of identifying the signatory
* created in a way that allows the signatory to retain control

* linked to the document in a way that any subsequent change of the data is detectable.

Electronic signatures are usually based on PKI, such as the Swedish BankID and Norwegian BankID.

Supported methods

» Swedish BankID

* Norwegian BankID

* Finnish strong identification

* Danish MitID - MitID on LOA level substantial

» SMS Signature - A signature created by responding to an SMS with context specific content.





* Email Signature with OneTimePassword - A signature created by One Time Password (OTP) based
email service.

Qualified Electronic Signature (QES)

A qualified electronic signature is an advanced electronic signature which is additionally:

Highest Level of Assurance and trust.

created by a qualified signature creation device (QSCD)
* Requires a qualified digital certificate from a qualified trust service provider.
* Legal equivalence to a handwritten signature in many jurisdictions.
Supported methods

Electronic signatures based on PKI where the signature is the highest level of electronic signature
under eIDAS, providing the utmost trust, legal equivalence to handwritten signatures.

e Swisscom Mobile ID

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric





encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).

Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

« Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
 Signature text (TBS)

* Hash algorithms used

 Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing

To sign an agreement a number of actions need to be executed:





* Create text representation of agreement

* Create digital signature

Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.





Example

Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8cB7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 90f2

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Danish MitID

» Swisscom Mobile ID (qualified electronic signature)

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.





Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.

It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BanKkID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log

Each signature transaction provides information used in user interface and audit logging:

* personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

* personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

* tbsHidden - Hidden data being signed, base64 encoded.

How to validate
Validate the signature according to BankID Signature profile.
Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

» Hashed TBS.
* TBS Hash algorithm.

Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,





supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the TBS.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm

Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.





Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

 personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:0id:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.





Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.

* personSurname - Surname

* personGivenName - Given name

* startDate - Date when signing was started.

* signatureMethod - Will be eid-fi.

* transactionld - Transaction ID from backend system.

* signature - Signed JWT (from Telia).

publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Danish MitID

Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.

Signature format

The signature flow for Danish MitID is performed as a text followed by end-user authentication, so
there is no signature produced. Thus a signature format does not exist.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Danish personal identity number.

* personName - Full name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.

o The method mitid-<LOA> specifies what Level of Assurance (LOA) that was requested when
initiating the signature.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.
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* tbs - Data that was shown to user before authenticating, base64 encoded.

More information can be found in Danish MitID.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the
entries in the audit log.

Swisscom Mobile ID

Swisscom Mobile ID is a qualified electronic signature method provided by Swisscom Trust Services.

It is a PKI based solution that uses a smartphone application to authenticate signees. After successful
authentication a short lived certificate is issued that is used to produce a Qualified Electronic
Signature.

Signature format

Swisscom Trust Services produces a detached CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the tbsHidden and message is the message shown to
the user in the Mobile ID client.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no used to trigger the signee’s authentication of the signature.

* personName - Full name.

* personSurname - Surname.

* personGivenName - Given name.

* personSerialNumber - Swisscom evidenceld.

* startDate - Date when signing was started.

* signatureMethod - Will be swisscom-qes.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* message - Message shown in the Mobile ID client when user approves the signature, base64
encoded.

 tbsHidden - Data signed in the detached CMS signature, base64 encoded.

11





More information can be found in Swisscom AIS and Swisscom SRS.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

 User Attributes of the signer certificate in the element SignedData certificates in the CMS signature.
* Hashed TBS

* Hash algorithm

Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

 signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

12





API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - In the form of a swedish personal number.

e personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.
* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.

13





 signatureMethod - Will be sms-signature.
e OTP - One Time Password.
How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.

* hash (array): HASHLG( agreementName + mobile + timestamp)

random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.

* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.

¢ OTP - One Time Password.
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How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + email + timestamp)
* random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or

if there are errors in the tools or in the documentation?

References

Document name

Overview
Container Format
Signing
Validation
BankidValidation
Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630



https://www.ietf.org/rfc/rfc2630



		Validation

		Table of Contents

		Purpose

		Overview

		Container Validation

		Agreement Content

		Retracing Signature Steps

		Audit Log Validation Process



		References




Verifikat

Titel: Arsredovisning

ID: 8e36f680-0ba9-11ef-a48c-997bc3327199

Status: Signerat av alla

Skapat: 2024-05-06

Underskrifter

Bostadsrattsforening Skérkarlen 10 7696169775
David Oskar Petter Walman

info@ravisor.se

Signerat: 2024-05-06 15:07 BankID David Oskar Petter Walman

Kontrollsumma

c397 763 5236 d3ee fcef 192e 3816 f52d
3f62 b9f9 627e fc2f 4f05 6d13 42bf 603b

ccO1 2ad7 42e9 976¢c 2c6b d233 369d f158
5307 cl4e 0264 a924 bad5 0285 f4fb 0794

Filer

Filnamn Storlek
8c686a20-0b7f-11ef-afeb-e9cfe3875694- 1.1 MB
signerat.pdf

rb Skérkarlen 10_20240506130708.pdf 124.7 kB
Héndelser

Datum Tid Héndelse

2024-05-06 15:07 Skapat | via APIL
2024-05-06 15:07

Signerat | David Oskar Petter Walman, Bostadsréttsforening Skérkarlen 10

Genomfort med: BankID av David Oskar Petter Walman. IP: 83.227.16.49

Verifikat utfardat av Egreement AB

Detta verifikat bekrftar vilka parter som har signerat och innehdller relevant information for att verifiera parternas identitet samt

teknisk karaktér och styrker dokumentens och signaturernas dkthet och validitet (for atkomst till filerna, anvdnd en PDF-ldsare som kan

e relevanta hdndelser i anslutning till signering. Till detta finns separata datafiler bifogade, dessa innehaller kompletterande information av

visa bifogade filer). Hash &r ett fingeravtryck som varje individuellt dokument far for att sédkerstélla dess identitet. Fér mer information,

se bifogad dokumentation.
Verifikation, version: 1.19






